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https://nmap.online/

ol 835 8313 13 235 (8 p0 Colung uizmod 9 )|l buo jl (s 9lal wlsl >

pentester@TryHackMe$ sudo nmap -sV 10.10.76.34

Starting Nmap 7.60 ( https://nmap.org ) at 2021-09-10 05:03 BST
Nmap scan report for 10.10.76.34

Host is up (0.0040s latency).

Not shown: 995 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.7pl1 Debian 5+deb8u8 (protocol 2.0)
25/tcp open smtp Postfix smtpd

80/tcp open http nginx 1.6.2

110/tcp open pop3 Dovecot pop3d

111/tcp open rpcbind 2-4 (RPC #100000)

MAC Address: 02:A0:E7:B5:B6:C5 (Unknown)

Service Info: Host: debra2.thm.local; 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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9 Szl > > Oygs QTL;;) S g9 1D)gr B Sy Oy g dyleds Joldh <5 1) Sl
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root@kali: fhome/geek

File Actions Edit View Help

2 /home/geek
192.168 av
Starting Nmap 7.91 t = = 2 -02-89 15:28 EST
Nmap scan i
Host is up
Not shown

open ftp
on: Anonymous FTP login al (FTP code

jot e

_End of status
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Gl 235 435 ,5 Google.com dials Sl 9 o3l B 20 Coluwg I jus i) jigaai
Scan report for "goog|e_com“ Nmap Online » Dashboard : My scans » Scan report for "google.com”

% Membership level: Free member

Fast Scan (nmap -F google com)

Nmap done: 1 IP address (1 host up) scanned in 1.87

Color Scheme

Review us on *'Trustpilut

Target google.com
Scan type Fast Scan

Nmap Command nmap -F google com
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PS C:\Users) \Desktop> python nmap.py 1.1.1.1 88 81
1.1.1.1 is online
open port detected: 1.1.1.1 -- Port: 86 --— Service: http

POST 3 GET slasio (s jlwdand .V

.35 (HTTP Request Methods) HTTP SS9 00 Cuwlgs)s slaaie jl GET g POST
SS 03,5 Cud (Sl G 350 9 3 1S 00 1S p3litwl 3 90 8315 Sl 8 (sl 0 GET
aalgs )l s Ll Hlisl o server.py Job SO (S ol (sl D)Lma..!. Slr 2o Hlads

=

ROEIK

o2l S g0 (1355 1) OIS Sl eolawi Oleldbl a5 2S o (Sl 1) ygpw SO B ol
L daalie JB u) ugai ) Olelbl

users =
'userl’': {'name': "Alice’,
'user2': {'name': 'Bob",
name': 'Charlie’,

'user3': {
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GET user_id

29 4 Jlo Olgie 4 .38 sxaliv ) Ol Oledbl dlgs g0 pB50 o S ID O3,8 Sl b Lo a5
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Enter 'GET user_id' or 'POST user_name user_age' to simulate a request: GET userl
Response from the server:

HTTP/1.1 200 OK

Content-Type: application/json

{'name': 'Alice', 'age': 360}
Enter 'GET user_id' or 'POST user_name user_age' to simulate a request:|

ow 9 pb ol 9 POST sio jl o3kl b 3519 45 38b 4udls 1) Gyl ol 3L 13l opaizeen
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Pl ) T g
POST user_name user_age
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Enter 'GET user_id' or '"POST user_name user_age' to simulate a request: POST Arthur u43
Response from the server:
HTTP/1.1 280 OK

User data updated

Enter 'GET user_id' or 'POST user_name user_age' to simulate a request: GET usery
Response from the server:

HTTP/1.1 200 OK

Content-Type: application/json

{'name': 'Arthur', ‘'age': u3}
Enter 'GET user_id' or 'POST user_name user_age' to simulate a request:
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https://www.youtube.com/watch?v=uJiAoLcmZzA

& Capturing from Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ReSFEEaaar

[W]Rpply o dispiay filter

No. Time Source Destination Protocol  Length  info

144 27.579840 192.168.181. 49.13.54.97 33199 » 42345 [PSH, ACK] 5eq=2111631640 Ack=3103797960 Win=514 Len=17@

145 27635621 49.13.54.97 192.168.181.140 Tcp 42345 > 33199 [ACK] Seq=3103797960 Ack=2111631810 Win=273 Len=0

146 27.763768 49.13.54.97 192.168.181.140 TcP 42345 » 33199 [PSH, ACK] 5eq=3103797960 Ack=2111631810 Win=273 Len=84

147 27.808162 192.168.181. 49.13.54.97 TCP 33199 » 42345 [ACK] 5eq=2111631810 Ack=3103798044 Win=513 Len=0

148 27.897596 49.13.54.97 192.168.181.140 Tcp 9 42345 + 33199 [PSH, ACK] 5eq=3183798044 Ack=2111631810 Win=273 Len=475

149 27.898668 192.168.181. 3.54.97 TCP 33199 » 42345 [PSH, ACK] Seq=2111631810 Ack=3103798519 Win=511 Len=108

150 27.926751 49.13.54.97 192.168.181.140 Tcp 42345 » 33199 [ACK] Seq=3103798519 Ack=2111631918 Win=273 Len=0

151 28.166049 192.168.181. 49.13.54.97 TCP [TCP Keep-Alive] 33245 » 42345 [ACK] Seq=3738707357 Ack=789712350 Win=514 Len=1

152 28.181619 192.168.181. 49.13.54.97 Tcp [TCP Keep-Alive] 33109 + 42345 [ACK] Seq=1228845860 Ack=1366345839 Win=512 Len=1

153 28.215176 49.13.54.97 192.168.181.140 TcP [TCP Keep-Alive ACK] 42345 + 33109 [ACK] Seq=1366345839 Ack=1228845861 Win=360 Len=0 SLE=1228845860 SRE=122884..
154 28.215176 49.13.54.97 192.168.181.140 TcP [TCP Keep-Alive ACK] 42345 + 33245 [ACK] 5eq=789712350 Ack=3738707358 Win=202 Len=0 SLE=3738707357 SRE=3738707..
155 28.463390 192.168.181. 49.13.54.97 Tcp [TCP Keep-Alive] 33227 + 42345 [ACK] Seq=1623133725 Ack=4063943965 Win=514 Len=1

156 28.499645 49.13.54.97 192.168.181.140 Tcp [TCP Keep-Alive ACK] 42345 » 33227 [ACK] Seq=4063943965 Ack=1623133726 Win=194 Len=0 SLE=1623133725 SRE=162313

Frame 1: 55 bytes on wire (440 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{ 5c a7 72 e5 le 78 66 55 b8 bc ed @8 00 45 00 \oropfu E
Ethernet II, Src: AzureWav_b8:bc:ed (7@:66:55:b8:bc:ed), Dst: 82:5c:a7:72:e5:le (82:5c:a7:72: 29 @8 9f 40 @0 80 86 14 8d c@ a8 b5 8c 31 od )@ 1
Internet Protocol Version 4, Src: 192.168.181.140, Dst: 49.13.54.97 61 81 c7 a5 69 eb 23 a8 Of 71 a8 8a 97 50 18 6a - -i-# -.q P
Transmission Control Protocol, Src Port: 33223, Dst Port: 42345, Seq: 3044982543, Ack: 190687 02 19 Ba 00 00 00

Data (1 byte)

<

@ 7 wiFi: <lve capture in prog Packets: 156 - Displayed: 156 (100.0 Profile: Default

22 Jbo 3,358 Lakes 1) LT (slgin 9 83,5 S Caliseo (5o &S5 (59 0 3wl gsies Caomnsd ol 3
I, o1 header (slgize 9 83,5 Cdbys ) TCP O 6 dlo jo 4 dl> po sloial) b paiSiae (35

U“"""" |) 3w Caél..u) TCP lem J&v,y flo.a b‘o....S.m ))'9 |) TCP J&,y

£ “Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
1@ al QewmE L | Q & if

tep.port == 80 || udpport == 80 ~

tep
tep.options.acc_ecn

Destination Protocol  Length  Info
49.13.54.97 T 55 33223 > 42345 [ACK] Seq=3944982543 Ack=1906870935 Win=514 Len=1

tepoptions.an 192.168.181. Tcp 66 42345 + 33223 [ACK] Seq=1986870935 Ack=3944982544 Win=333 Len=@ SLE=3944982543 SRE=3944982544
Iepoptions.cc 192.168.181. e 157 42345 » 33092 [PSH, ACK] Seq=1539673497 Ack=2249200308 Win=692 Len=103

tep.options.ceacho 181. 49.13.54.97 Tep 107 33092 > 42345 [PSH, ACK] $eq=2249200308 Ack=1539673600 Win=514 Len=53

tep.options.ccnew K 192.168.181. TP 54 42345 » 33092 [ACK] Seq=1539673600 Ack-2249200361 Win-692 Len-0

tep.options.echo 181. 49.13.54.97 Tcp 55 32996 + 42345 [ACK] Seq-2688638614 Ack=267539945 Win=514 Len-1

tep.options.echoreply K 192.168.181. 66 42345 » 32996 [ACK] 5eq=267539945 Ack=2688638615 Win=314 Len=0 SLE=2688638614 SRE=2688638615
tep.options.eal 1 29.13.54.97 55 33121 » 42345 [ACK] Seq=2723510949 Ack=1926096793 Win=511 Len=1

tcp.optians.experimental 1 49.13.54.97 55 31911 > 42345 [ACK] Seq=2017641859 Ack=1990065056 Win=514 Len=1

tep.options.mdS 192.168.181. 66 42345 » 31911 [ACK] Seq=1990865056 Ack-=2017641860 Win=1011 Len-0 SLE=2017641859 SRE-2017641860
tcp.options.mss 192.168.181 54 42345 + 33121 [ACK] 5eq=1926096792 Ack=2723510950 Wi

tcp.options.nop 5 54 [TCP Dup ACK 8#1] [TCP ACKed unseen nent] 33121 - 5 [A Sec 235109560 Ack=1926096793 Win
tcp.options.qs
tep.optionsvbd.probe .18 [TCP Previous segment not captured] 42345 » 33121 [A 3 \ck=2723510950 Win=501 Len=0
tep.options.bd.rpy .140 49.13.54,97 54 33092 > 42345 [FIN, ACK] 5eq=2249200361 Ack=1539673600 Win=514 Len=0

tep.options.sack .97 192 168.181.1408 TcP 5442345 > 31092 [ACK] Seq=1539671600 Ack=2249200362 Win=692 len=0

tep.options.sack_perm A@ bits), 55 bytes captured (440 bits) on interface \Device\NPF_{ 82 5¢c a7 72 e5 1e 70 66 55 b8 bc ed 08 00 45 00

E tep.options.scps B:bc:ed (70:66:55:b8:bc:ed), Dst: 82:5c:a7:72:e5:1e (82:5c:a7:72: @0 29 68 9f 40 00 80 06 14 8d c@ a8 b5 8c 31 od

Internet Protocol Version 4, Src: 192.168.181.140, Dst: 49.13.54.97 0026 36 61 81 c7 a5 69 [{NFENICCNC /1 a8 8a 97 50 10

Transmission Control Protocol, Src Port: 33223, Dst Port: 42345, Seq: 3944982543, Ack: 190687 02 02 19 8a 00 00 00

Data (1 byte)
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v Transmission Control Protocol, Src Port: 33223, Dst Port: 42345, Seq: 3944982543, Ack: 1906 ~
Source Port: 33223
Destination Port: 42345
[Stream index: @]
[Conversation completeness: Incomplete (12)]
[TCP Segment Len: 1]
Sequence Number: 3944982543
[Next Sequence Number: 3944982544]
Acknowledgment Number: 1986870935
@101 .... = Header Length: 20 bytes (5)
Flags: @x018 (ACK)
Window: 514
[Calculated window size: 514]
[Window size scaling factor: -1 (unknown)]
Checksum: 8x198a [unverified]
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