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1 | INTRODUCTION

Summary

Nowadays data center networks (DCNs) should handle the ever-growing load gener-
ated by diverse applications. It particularly occurs under concurrent flow requests and
so-called mice flows (MFs): elephant flows (EFs) ratio. Concentrating on a binary vision
over flow size classification (EF or MF) results in subsequent unpredicted load imbal-
ance dueto neglecting EF’s distinctions including awide range of sizes. As aresult,some
EFs might utilize a path owing qualities beyond the given EF’s demands, while another
EF with higher requirements is attending to use an over-utilized path. This article
proposes FMap, a fuzzy map for scheduling EFs through our proposed variant of trav-
eling salesperson problem (TSP) toward DCNs. FMap represents a novel EF scheduling
schemethatintegrates flow prioritization and routing decisions under the event pf par-
allel incoming flows besides the cooperation of the controller and OpenFlow switches
in software-defined networking (SDN) paradigm. FMap adopts fuzzy inference process
to overcome the vagueness over EF’s resource allocation. Mainly, FMap proposes a new
variant of TSP (optimized by genetic algorithm) which enables EF’s group forwarding
with a minimum cost. FMap reduces the total hop count of EFs through considering
a single optimal path for delivering groups of EFs that contain a same tag (priority).
The outstanding results represent a major improvement as compared with equal cost
multiple path, Hedera, Sonoum, and Size-KP-PSO. Particularly, the results illustrate an
outperforming by 3.76x, 0.21x, 0.15x%, 0.03%, and 0.03x in terms of total hop count,
EFs FCT, packet loss, goodput, and received packets as compared with Size-KP-PSO,

respectively.

KEYWORDS

datacenter networks, elephant flow scheduling, fuzzy inference, genetic algorithm, software
defined networks, traveling salesman problem

The fast growth of datacenter applications poses a great challenge to the data center networks (DCNs) which is due to coping with DCN'’s dynamic

traffic patterns. DCNs are known as key infrastructures for various enterprises that provide diverse services. In other words, DCNs are structures
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in which data is born and generated. For instance, a Google DCN, transfers hundreds of terabytes of data into its data storage system. Therefore,
DCNs demand an improved network performance and availability.>*

Moreover, to achieve high performance in DCNs, some applications leverage the pattern of many-to-one communication. However, the high
concurrency leads to problems such as transmission control protocol (TCP) incast which in turn might lead to application performance degradation.®

Since modern DCNs should be capable of providing Quality of Service (QoS) for different applications and giving a fast response to diverse types
of network services,® they adopt various methods such as task disintegration process, suppressing traffic load, high simultaneous flow transmission,
and flow detection.®’

The noticeable notion behind the so-called phenomenon of elephant flow (EF) and mice flow (MF), is their size nature which implies their
requirements. The latency-sensitive applications such as (HTTP requests, DNS, ARP web search, etc.) transfer considerably less data (MFs) while
entailing a large number of network flows. Whereas some applications entail a small portion of flow numbers (such as parallel frameworks
like MapReduce that are broadly employed, and consisted of a number of parallel tasks). However, they transfer significantly more data (EFs)
which are more likely to result in network congestion, and affecting the network performance by trapping MFs. In other words, Although EFs
numbers are relatively fewer as compared to the total number of flows, they carry a major portion of total transmitted network traffic vol-
ume.®? Therefore, the EF management problem should be resolved from a pervasive perspective to prevent congestion and DCN'’s performance
degradation.

Indeed, DCNs should be capable of providing both delay-sensitive (MFs) and throughput-sensitive (EFs) application demands through
fine-granular flow specifics considerations. Also, latency-sensitive applications require a fast response and minimized tail latency.'® Hence, to effec-
tively improve the network performance, major parts of related papers investigate EF detecting or scheduling. Thus the accuracy, network overhead,
and timeliness should be leveraged to adopt a tradeoff and realize the improvement.t

Also, DCNs multi-rooted topologies such as leaf-spine and fat-tree are widely deployed to support load balancing. These topologies can be
considered as supplementary solutions to facilitate decision-making through providing multi-pathing choices.!?

The software-defined networking (SDN) is a paradigm shift in networking that paves a new way for traffic scheduling with fundamental network
functionalities such as flexibility, programmability, agility, and abstraction, which are all acquired through the separation of the control plane and the
data plane.’®-1¢ |n other words, the separation of concerns (grouping similar functionalities that enables leveraging much clearer interactions),” is
an inspiring term which can be deployed to describe SDN’s main objective as well.

SDN obtains a global view of network topology (through control centralization), facilitates switches polling, and applies rules on the switches
(through OpenFlow messages).® These capabilities enables leveraging diverse traffic engineering (TE) solutions such as EF detection,!® scalable
traffic classification,’” and forwarding-aware approaches?° that they all benefit from SDN centralization. Also, the SDN controller are capable of
applying dynamic management of routing for EF’s migration which facilitate congestion prevention.?!

Most today’s DCNs deploy equal cost multiple path (ECMP),?? as a standard load-balancing scheme. ECMP enables the traffic of the same
destination to be randomly distributed with equal costs through multiple next-hops. The process is conducted through a hash function using certain
tuples of the packet header. However, it lacks the ability of network load consideration, and suffers incapability of adopting a dynamic reaction to
the varying traffic conditions.'220

Distributing traffic evenly to multiple paths realizes an efficient network resource utilization. Some load balancing schemes (e.g., Hed-
era?®) select the path through centralized traffic monitoring. However, this mechanism entails long scheduling intervals which in turn:
(1) are not agile and adaptable to the rapid changes of DCN's traffic trends and (2) might result in fatal flaws for MFs (delay-sensitive
requests).’21® Moreover, separating MFs and EFs into only two size categories does not offer a fine-grained flow classification. There-
fore, it might result in an unfair resource allocation which in turn leads to an unbalanced distribution of EFs along the paths. Also, the
link over-utilization or under-utilization (by EFs) would lead to subsequent load imbalance and interevent in meeting the requirements
of MFs.

As our previous study?® confirms, adopting spectral flow size categories improves the flow scheduling and performance of DCNs in terms of
TE. Also, the spectral perspective toward flow size considerations should be justified and tuned for various applications with diverse scenarios.
This study extends our previous work (Size-KP-PSO)2° by adding extra effective parameters in considering the size and taking optimal routing deci-
sions through a spectral fuzzy-based method. It also presents a customized weighted traveling salesman problem (WTSP) model and EF’s group
forwarding. FMap is capable of confronting severe parallel flow requests in aresilient, futuristic, and agile way without postponing its reaction until
initiating the congestion consequences. The current approach, takes steps beyond strict methods that mostly take DCN'’s current load into account
and neglect its dynamic traffic changes.

In summary, our contributions by FMap are presented as followings:

e Reducing final hop-count through leveraging an efficient EF group forwarding which leads to preserving a higher network capacity in terms of

resources such as available bandwidth.

e Proposing a new variant of classical TSP model namely, jumping TSP (JTSP) which is capable of:
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o Presenting two levels of destination nodes which offers jumping through a portion of nodes (rather than all nodes) in order to form an optimal

path.
o Embedding the link assessment value toward returning a unified optimal route for EF’s groups.

o Utilizing the TSP essential structural constraints from a more flexible perspective in favor of DCN’s TE.

e Presenting a promising EF routing that assists the network to sustain a more stable load balance (rather than expecting traffic congestion clues
to trigger taking further action).

o Observing flow request demand (rather than working on improving of dissatisfaction signs).

e Providing efficient fuzzy insights on how to prioritize EFs and assess network links through a size-aware solution.

o Overcoming the vagueness of EF’s bottleneck scheduling through associating two tasks of EF prioritization and routing.
e Shedding new light on both forwarding and routing of EFs through a fuzzy viewpoint (rather than a binary vision).

e Addressing the resource allocation problem through a fine-granular and applicable flow control in terms of EFs size.

e Indirect improvement of MF’s QoS through EFs scheduling (rather than imposing an intolerable computational overhead on MFs).

Inthe remainder, supported by an empirical study, in Section 2, we discuss the related works. Afterward, we present a holistic description of the
proposed method in Section 3. Then we evaluate FMap and show its superiority as compared to other solutions in Section 4. Finally, we conclude

with a summary of the presented study and suggest some future directions in Section 5.

2 | RELATED WORKS

In this section, we discuss the state-of-the-art works and specifically elaborate on those categories that significantly guided and inspired
our scheme. We first provided an overview of the SDN-based DCNs that introduces the utilized paradigm and underlying infrastructure
of the proposed method. Afterward, we present flow scheduling and classification which are two main related categories regarding TE
with size management purposes toward ratio of MFs: EFs in DCNs. Thereafter, we discuss the main methods that inspired our proposed

method.

21 | SDN-based DCNs

SDN is a flexible architecture that offers an intelligent paradigm toward effective DCNs’ TE. Decoupling control plane and data plane provides
customized made-to-order network elements that are capable of enabling critical attributes such as integrated and robust management, efficient
flow control, and agile decision making.

The deployment of SDN in DCNs assists providers to cope with awide variety of network problems besides allowing them to adopt fine-granular
controls over packets and flows. Moreover, the SDN controller enables adopting fundamental functions (such as deep packet inspection (DPI), rout-

ing, firewall, etc.) that ensure well-organized network management.2* As it is illustrated in Figure 1, the control plane is responsible for handling

Controller 1 Controller 2
Data Plane Traffic

— Control Plane Traffic

!l
/ I
Esiitroi Plane // Q; P —— East-West bound Traffic

Data Plane

! & @@
é

FIGURE 1 SDN architecture
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switches queries, and instructing them through northbound and southbound APls, respectively. The controllers should also handle communications
among themselves through the east-west bound. Meanwhile, the data plane is mainly in charge of data relay which is typically performed through

commodity or mini switches.

2.2 | Flow scheduling and classification

Regarding the flow size consideration facts in DCNs, the scheduling and classification of flows is a fundamental concern that should be investi-
gated from a network management perspective. As presented in Table 1, a major research category belonging to DCN’s flow control includes flow
detection and scheduling. Although each detection method presents a confined approach in TE and flows classification, they might have some over-
laps while categorizing and fitting into subcategories. Therefore, there is little difference among paper’s presentation in terms of categorizing. For
instance, although Hedera is a polling technique belonging to Flow-statistics based detection, it is also an In-switch method. Likewise, Effieye is
a marking identification technique belonging to flow-characteristic based detection, but it is also enumerated as an in-switch method. These two
location-based categories are elaborated separately in the following.

The EF detection methods are classified into two main subcategories of detecting in end-host and detecting in the switch. In end-hosts, the
methods perform the detection primarily based on the threshold of flow statistics with or without virtual machine (VM) deployment. These methods
are highly accurate and they often conduct flow-statistics collection through monitoring hypervisor or socket buffer.1* Also, in switches, there are
well-studied detection methods. These methods are capable of leveraging either flow statistics (comparing flow size with the presupposed thresh-
old) or flow characteristics (marking identification or flow classification). Several centralized mechanisms monitor global networks through adopting

centralized scheduling. These mechanisms schedule elephant flows (EFs) through multi-pathing.

2.3 | Inspiring methodologies
In this section, we elaborate on the methods that have significantly inspired our work.

e Size-KP-PSOZ s our previous work which is a forwarding-aware solution for SDN-based DCNss. It leverages mapping the network to the Knap-
sack problem and designates a customized ToS (Type of Service) tag to the flows (corresponding to the value parameter in the knapsack model).
The tagging process dedicates higher values to MFs, and lower ones to EFs in spectral order. It forwards the flows in two parts: selected ones
and nonselected ones. These two groups of flows are determined through knapsack decisions. The method can confront parallel incoming flows
while efficiently considering flow size requirements.

We certainly believe that proposing a definitive TE solution that could outperform in every struggling DCN scenario is not practical. More-
over, if such an application could be realized, it might not be an optimal application (due to its general purposes and conflicting criteria). So, it seems
that various TE applications that could serve the diverse DCN scenarios are required (adjustable to varying workloads, traffic biases, or user’s
and provider’s preferences). Hence, the methods can be combined or attended simultaneously at the controller to be involved in TE processes
to offer a fit decision. In other words, a developer might suggest several TE applications to a service provider to assure that the intended DCN
would be ready to treat different scenarios based on demand. Therefore, there might be multi-TE application instances (simultaneously prepared
to be leveraged) that may not necessarily outperform others in all aspects. Still, they may provide a specific advantage that fits a particular traf-
fic scenario problem much better than other TE applications. This, in turn, leads to network agility as it enhances the robustness and efficiency
through multi-choices TE. This fact is one reason that FMap is proposed after Size-KP-PSO. We do not mean to only present the FMap superior-
ity as compared with Size-KP-PSO but also to show their supplementary role in covering DCN’s demand. In Section 4, we entirely elaborate on
the distinction between Size-KP-PSO and FMap. Also, we discuss the intended scenario in which FMap outperforms Size-KP-PSO.

e IntFlow!? proposes aload balancing scheme that proactively reroutes flows that experience congestion or failure. It also avoids flowlet switching
(for MFs with a high sending rate). To achieve the best performance of IntFlow, creating enough flowlets (which result in a faster reaction) is
needed. However, this, in turn, requires a smooth traffic pattern, whereas the management of DCN'’s real traffic should seek nonideal occasions
that need more agile and flexible behaviors.

e Sonum? is a synergetic EF sampling and scheduling method that performs EF detection by consolidating EF’s sampled information. Although
it leverages EF detection and scheduling, it does not take link considerations and MF’s requirements into account. Also, it does not provide
a fine-granular approach to tackle various sizes of EFs. Also, Sonum does not represent any direct or indirect improvement toward MF’s
satisfaction.

e Hedera? is a flow-statistics-based EF detection and scheduler that adopts polling implementation.!! Indeed, it performs a centralized polling
mechanism that performs dynamic flow management based on priority demand estimation. Therefore, it identifies EFs by collecting information
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from ToR switches. Hedera conducts polling in a configurable interval and is capable of assigning EFs to nonconflicting paths. It employs ECMP as
its default forwarding.3® However, repeatedly generating the demanded matrix imposes a significant overhead on the network. It also does not
consider the impact of the MFs’ dense requests on network congestion.

Moreover,when anincoming flow can be accommodated by a path in terms of bandwidth demand, the forwarding path will be selected. How-
ever, if there exist multiple paths, the chosen route might not be optimal in terms of bandwidth utilization, leading to an unbalanced distribution
of network traffic.® Although Hedera suffers from several serious inefficiencies, it is one of the well-known methods for EF scheduling which is
still being compared with the state-of-the-art works (due to its remarkable framework within holistic traffic patterns considerations and DCN’s

specifics).18:28.34

e ECMP?? s a traffic scheduling scheme that most DCNs use as a routing approach that carries flows along equivalent paths. It splits the traffic of
the same destination through multiple next-hops with equal costs.? It hashes the headers of all packets with the same source and destination
(IP and port)!? to prevent out-of-order packets on a per-flow basis. Since ECMP can allocate the same egress port for every two adjacent data
nodes, both EFs and MFs have to compete to utilize the limited bandwidth resources of these ports.® ECMP adopts static rules toward EFs and
MFs routing through dynamically compiling and installing paths. It suffers some critical inefficiencies (such as hash collision, preferable for only
managing MFs, the complexity of duplicate updates of the routing rules, massive point-to-point routing updates, etc.).?* Although ECMP is a
traditional and dissatisfying method, it is still being used in today’s DCNs.34

3 | PROPOSEDMETHOD
3.1 | Overview

FMap concentrates on a holistic TE approach over EFs by considering a merging process of prioritization and intelligent routing decisions. FMap
prioritizes EFs based on their size-related characteristics and prevents reacting to diverse EF’s size-agnostic labeling (enumerating all flows
greater than 100KB as EFs). Also, FMap considers the determinative link parameters concerning EF’s requirements to fairly allocate paths
to EFs in a multi-pathing scenario. To the best of our knowledge, this is the first time that combining the idea of EF prioritization and path
allocation is investigated through a spectral and holistic viewpoint facilitated by fuzzy inference process (FIP) and mapped to the WTSP model
to conduct a fine-granular SDN-based TE toward improving DCN'’s performance.

We propose fuzzy-based TE for DCN'’s networks (FMap), a novel and holistic scheme that aims to perform a size-aware TE on EFs (based
on their size and packet number) for load balancing. It exploits fuzzy for both customized EF ToS tagging and their path selection through WTSP
problem optimized by genetic algorithm (GA). Figure 2 depicts an example comprising an abstracted view of the mentioned scenario in which
the nodes {1, ..., 9} refer to switches, and {5, 9} are the destinations of the two specified EFs. The source is intended to send parallel EFs to
other intended hosts through a given traffic pattern. Every EF has an associated size S, and packet number P,, which are assumed to be the main
characteristic that reflects the EF’s size requirements. S, and P, constitute the inputs to fuzzy ToS tagging that returns each EF tag as t,. The
computation of all EF tags results in breeding classes of EFs with different tags for each EF requesting a specific destination. Likewise, every
link has two associated features of available bandwidth BW; and packet loss rate (PLR) PLR;, which ultimately feed the inputs of the other FIP
to determine the total path weight w; (through summing link weights Y h(i.j) that will be explained thoroughly in Section 3.2.3, and indicates
the fitness of the path for embedding the requirements of the EF while engaging their ToS tags t, in reverse order (classes of EFs with higher

PathA —» For each path: > h, j) w,

8,:20% %=k

S,.P) Source \ T l

FIGURE 2 The overall sample of the FMap scenario (arrows are one-way)
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t, will be served sooner). This problem comprises the same structure as WTSP (multi-items, multi-destinations, one source, one end, nodes that
all should be visited, and no allowed iteration in visiting nodes). Moreover, regarding the open WTSP problem, no back to the source node is
conducted. Therefore, the scenario definition and the objective intrinsically entail the potential to be mapped through the WTSP problem. Further-
more, after excreting the whole modules, the WTSP objective function and constraints would be capable of perfectly aligning with the demanded
minimization.

It's worth mentioning that the MFs are inspected from the very first of the process and are routed by ECMP to prevent additional delays to
MF’s flow completion time (FCT). On the one hand, MFs are not capable of tolerating computational time compared to EFs. Therefore, to MFs, even
aprocessed and fine-grained solution may lead to nothing except anincrease in MF’s FCT and bottleneck intensification. Furthermore, ECMB which
performs static flow stripping across the available paths, acts well for most of MFs,34 and it has been utilized for delivering MFs in other works within
EF scheduling concentration as well.1228 Thus, an indirect plan which emphasizes EFs (which have the potential to withstand little computation
time for being served by demanded throughput) might have significantly better impacts on MFs. On the other hand, DCN'’s traffic pattern (9:1 for
MFs:EFs) seems like a Poisson distribution in which a small portion of flows (EFs within nearly 10% of whole flow numbers) carry the majority of
network traffic volume. Hence, a fine-granular EF scheduling plays a vital role in DCN'’s TE.

Finally, the fuzzy link weights beside the whole mapped model are injected into the JTSR and the fittest solution toward JTSP will be determined
through GA.

The overall view of FMap main modules is included in the following steps: (1) a ToS tag will be designated to each EF based on a hybrid consid-
eration of S, and P, to subsequently satisfy EFs requirements through FIP; (2) likewise, another FIP module gains each link weight by leveraging the
pair of (PLR;;, BW;) to evaluate links; (3) EFs are sorted in a reverse order based on their t,; and (4) groups of EFs with the same t, are prepared to
forward according to their ToS tags along the path which will be determined by OWTSP Problem optimized by genetic algorithm (JTSP-GA). The
attributes of the ToS tag and link weight will be leveraged to model the problem with JTSP-GA. Therefore, the link weights are available for JTSP in
the distance matrix. Through these modules, FMap can proactively route EFs based on a pervasive view of EFs flow size consideration. On the one
hand, it would be able to prevent smaller EFs from getting stuck between larger EFs. On the other hand, it does not allocate a path whose features
are beyond what is necessary (in terms of PLR; and Bw;) to an EF with lower demands.

3.2 | FMap main components

The TSP problem? is a well-known combinatorial problem that has been widely utilized in various fields such as optimization theory and com-
puter science. Therefore, many real-world problems can be modeled through WTSP. The WTSP has numerous applications in issues such as
route planning, task scheduling, and network communications. Moreover, the WTSP is a benchmark problem for optimization methods and algo-
rithms. The GA is one of the well-regarded choices that can perfectly optimize the WTSP problem by applying a few changes to its leading
operators.

Unlike similar solutions (such as VRP®” Dijkstra,®® etc.), WTSP is comprised of a well-grounded potential to resolve the intended problem
demand. On the one hand, we aim to visit multi destinations through a single pass. On the other hand, we aim to assign a weight to
each link. For instance, an approach such as VRP entails some unnecessary input parameters toward solving this problem (such as vehi-
cle capacity, average speed, vehicle capacity, etc.). Also, Dijkstra is not intrinsically capable of parallel serving of routing requests through a
single pass.

The problem can be described as follows: Given a list of n cities (network nodes) and the distances between each pair of cities, the objective
function starts finding the optimal permutation (tour) that realizes the minimum traveled distance (link weight). Furthermore, the objective function
should observe the problem constraints (1) all cities should be visited; (2) no city should be visited more than once®?-3; and (3) when the destination
node got visited, the tour ends, except when the problem is defined as open (in which it does not go back to the initial node).

The classical WTSP problem is one of the most popular NP-hard problems. WTSP problem can be formulated as a graph-theoretic problem.**
Therefore, we consider a complete graph G = (V.E). The corresponding elements are introduced in Table 2. The destination nodes are considered

cities. Also, the edges which constitute the path resemble the links that a flow traverses at them to reach its destination.

TABLE 2 Mapping FMap TO selective JTSP

WTSP elements The corresponding element in our model (Selective JTSP) Symbols
City (vertex) Destination nodes (In ToR level switches) Non-destination nodes V={1,2 ...,n}
Edge Link ij

Link distance (cost) Link weight: FIP output over two inputs regarding link status: (PLR;;, Bw;) h(i.j)
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Moreover, each edge has an associated weight representing the distance between nodes it connects. The weight will be gained through a FIP of
two parameters (PLR;;, Bw;). The procedures of this formulation involve minimum spanning trees to construct the tour or improve it through edge

exchanges. The purpose is to find a path that minimizes the tour length.*

3.21 | Jumpingtraveling salesperson problem

We present a customized WTSP model entitled JTSP in which we exert the following applicable modifications to the basic model of the problem to
tune it for a desirable functioning:

e We adopt a selective visiting node option in which we would be able to choose a vector of destination nodes among all the nodes (vertices).
This enables us to leverage TSP potential and visit all the desired destinations. In contrast, the salespersons (group of EFs) can distinguish the

necessary vertices and merely get into them (not visiting unnecessary vertices that are not included in the destination vector).
o We use the open version of TSP in which the Hamiltonian graph does not turn back to the source node.

e We utilize the FIP results to provide selective destinations and graph edge’s weight as TSP inputs.

The mapping of the FMap to the WTSP problem has been detailed in Table 2.

3.22 | Tagging EFs by customized ToS through FIP

To accurately distinguish among flow feature categories, a decimal tagging that can cover the whole desired details is required. Due to the flow size
significance in DCNs, a pervasive scheme is needed. Similar to our previous work,?° we adopt a flow tagging approach leveraged by ToS tagging.
We leverage the 8-bit ToS field, potential part of the IPV4 header to assign prescribed tags to flows based on an implemented model of the SDN
controller. Mapping the vague and imprecise rules into an accurate, defined, and actionable final value is a fundamental challenge. This is a practical
sort of job at which fuzzy logic excels. Figure 3, depicts the triangular function serving to FMap toward determination of ToS tag through evaluating
two effective inputs (flow size and packet count). The Triangular membership function is a popular membership function used in many applications
of fuzzy sets such as classification schemes, and fuzzy models. The function that fuzzifies the input can be defined by a and b (the base), besides ¢
(the height). Here, we use trimf membership function which is compactly presented in the following:

f(x;a.b.c) = max(min(x —a =X ) .O) ,

b-—a'c-b
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FIGURE 3 FlIPillustration for demanded memberships through triangular function toward FMap
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where a, b, ¢, and x represent the lower bound, upper bound, distribution mode, and the random input value.*> Hence, the considered tag range is
composed of one octet (possible decimal values) regardless of the zero value. As shown in Figure 4A, the assumed values are {t, |t € 1, ... ,255}.
Furthermore, the flow size is considered as {S,|S € 101 KB, ... ,200 MB} which provides an acceptable range for considering EFs within different
sizes and allows diverse flow demands to be engaged. The ToS bound comprises a hybrid consideration of S, and P,. Since in FMap, the FIP returns
the ToS tag, it is worth mentioning that a portion of available tags is assigned while conducting the entire scenario. In other words, although the
accurate number of determined tags is not primarily defined, each time, it exploits only a small portion of 255 available tags while handling parallel
incoming EFs.

To acquire the actual ToS value per EF, we leverage FIP as represented in Figure 4A. In This regard, S, and P, are leveraged to con-
tribute to determining the t, as an output for the first FIR The significance of considering S, as EF size in DCNs has been elaborated
on from different perspectives in previous sections. Also, P,, which represents packet count, is proportional to the throughput quantity.84¢
When the P, increases, the flow usually becomes more extensive in size. Moreover, the increase in P, indicates that the flow takes longer
to become fulfilled. Therefore, it implies that the flow might not be delay-sensitive. This, in turn, strengthens the chance of confronting a
larger EF.

Although EFs embody a large percentage of traffic, they entail a few network flows. Therefore, as Figure 4A illustrates, FIP allocates only
a small share of the whole available ToS tag values to flows. Also, based on the designated rules in Figure 4A, ToS tags are determined so that
flows within smaller sizes (owing to the lowest count of bytes and packets) acquire the higher ToS tag. In other words, since the smaller flow
sizes are more sensitive to completion time or delay, the smaller EFs are assigned higher tags (priorities). Therefore, the ToS tag will increase
proportionally as the flow size value reduces. Moreover, all of the same-sized EFs are not treated the same way. Indeed, every EF is tagged
based on the size and the packet count (a supplementary indicator for EFs length). In Algorithm 1, the pseudocode for EFs fuzzy ToS tagging

is presented.

Algorithm 1. Fuzzy ToS tagging for EFs

input: packet_count = (17,500), flow_size = (101 KB, 200 MB)
output: ToS fuzzy tag => (1255)
\* Triangular membership function ¥/
1. FuzzyFunction:
\* Determine the range of the function ¥
2.  setToS['low']=>range (1, 1, 127)
3. setToS['medium’]=>range (1, 127, 255)
4,  setToS[‘high’] = range (127,127, 255)
\*installing fuzzy rules ¥/
5.  rule_1->if packet_count = high || flow_size = high then select ToS[‘low’]
6. rule_2=>if packet_count = medium || flow_size = medium then select ToS['medium’]
7. rule_3=>if packet_count =low || flow_size = low then select ToS[‘high’]
\* sending inputs to function ¥
8.  for packet_count, flow_size in flow_data do
9. FuzzyFunction [packet_count;, flow_size;, rule_1, rule_2, rule_3]
End for

3.23 | Calculating link weights through FIP

As it was previously pointed out, the link weight has resembled distances between cities (nodes). Each link possesses an associated weight that
introduces a metric toward distance measurement in JTSP The noteworthy point is that the distance in the JTSP model is defined by the length of
the space between two nodes. Nevertheless, we replace its inspiring content with the link weight, which will be calculated by conducting FIP on two
links parameters (PLR;;, Bw;).

The inputs, rules, and output characteristics of the second FIP are detailed out in Figure 4B and Algorithm 2. Moreover, as Figure 4B represents,

we leverage (PLR;;, Bw;) as inputs to the second FIP that determines links weight. PLR;; implies how much a link might be under the pressure of

ij»
congestion or abottleneck. When the PLR, increases, the chance of throughput provisioning diminishes. Bw;; means how much bandwidthis available

to support EFs. Links within lower BW;; and higher PLR;; are given the highest link weight. Likewise, links with higher available bandwidth and lower
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| Rule 1: If the EF size or packet number are high, the ~_

Input 1 7 ToS value will be low. N
EF size R
(101 KB - 200 MB) / AN Oant
\ \ Rule 2: If the EF size or packet number are average, Z ToS value
/ / the ToS value will be average. (1-255)
Input 2
EF packet number < \
(1-7500) \! Rule 3: If the EF size or packet number are low, the
ToS value will be high.
(A)
Rule 1: If the packet loss is high, or the available
bandwidth is low, the link weight will be high. NG
Input 1 y N
Packet loss <
(1-100) : 3 3
—_Rule 2: If the packet loss or available bandwidth are Output
. average, the link weight will be average. o z (1-255)
Input 2 _
Available bandwidth < \ e
(1-100) e N\ e

Rule 3: If the packet loss is low, or the available
bandwidth is high, the link weight will be low.

(B)

FIGURE 4 Adopted FIPs in FMap. (A) EF tag designation through FIP and (B) link weight designation through FIP

PLR, have been assigned with lower link weights, implying that links with a better bandwidth resource and less congestion will be subsequently
dedicated to flows with higher t,.

Algorithm 2. Fuzzy links weight designation

input: available bandwidth(percentage) = (1100),
packet_loss(percentage) = (1100)
output: ToS fuzzy tag = (1255)
\*Triangular membership function®
1. FuzzyFunction:
\* Determine the range of the function/
2.set ToS[‘low’] = range (1, 1, 127)
3. set ToS['medium’] = range (1, 127, 255)
4. set ToS['high] = range (127, 127, 255)
\*installing fuzzy rules ¥/
5.rule_1=> if available_bandwidth = low || packet_loss = high then select ToS[‘high’]
6.rule_2 => if available_bandwidth = medium || packet_loss = medium then select ToS[‘'medium’]
7.rule_3=> if available_bandwidth = high || packet_loss = low then select ToS[‘low’]
\* sending inputs to function ¥
8. for available bandwidth, packet_loss in link_data do
9. fuzzyFunction [available bandwidth, packet_loss, rule_1, rule_2, rule_3]
10. End for

3.24 | EFspath selection through JTSP-GA

The WTSP problem is comprised of a search space with a complexity of o(n!), which is considerably larger than o (e") and o (n™). Therefore, it is
classified as an NP-hard problem because, initially, there is no quick solution for WTSP The GA is capable of effectively taking large spaces and nav-
igating to them. It can look for an optimal combination of solutions that seem challenging to find (NP-hard problems such as WTSP).4” GA presents
a heuristic search and is one of the most popular evolutionary algorithms (EAs) for solving scheduling and timetabling problems. The GA algorithm,
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TABLE 3 Anexample of permutative crossover

Chromosome 1 (cities (switches)) 1 6 3 5 7 2 4
Chromosome 2 (cities (switches)) 2 3 5 1 4 7 6
Offspring 1 (route) 1 6 3 5 4 7 2
Offspring 2 (route) 2 3 5 1 7 2 4
Permutative crossover (final route) 1 6 3 5 4 7 6
TABLE 4 Permutative mutation example
Chromosome 1 (Cities (switches)) 1 6 3 5 7 2 4
Permutative mutation (exerting a change in the order) 1 6 2 5 7 3 4

like most EAs frameworks, mimics the natural population process. Typically, as depicted in Figure 4, the initial population comprises several individ-
uals, each of which represents a candidate solution. Evolving the population is continued till meeting the stopping criteria. The fitness function is
used for evaluating the individuals in each iteration of the evolutionary process.

Then, the fittest individuals are selected for reproduction to generate the subsequent offspring. To improve chromosomes in each generation,
the GA algorithm utilizes three leading operators: (1) selection which simulates the natural selection; (2) crossover, which allows exchanging genes
between individuals to produce new solutions (recombination); and (3) mutation, which leads to gaining different solutions with new genes differing
from those in the parents.#8->°

Due to the mentioned facts regarding WTSP search space complexity, adopting a suitable optimization technique is necessary. Therefore, to
solve the path selection problem for EFs (mapped to JTSP), we optimize the problem through GA to determine the fittest path among feasible

solutions. In Algorithm 3, the selective JTSP-GA pseudocode is presented.>! Also, the whole steps are detailed in the following:

e Coding: GA initially deals with the problem through coding.>2 Therefore, we first present the desired decimal coding. Each chromosome in our

issue represents a feasible solution for cities (nodes).

e Fitness function: To deal with the efficiency problem of the path selection algorithm, the objective function should be provided. WTSP problem
entails three main constraints that should be considered: (1) all cities should be visited: all destination switches should be visited; (2) no city
should be visited twice: once the destination nodes were visited, no turnback is allowed; and (3) the salesperson should get back to the source:

in case that the problem is open, this constraint does not exist. Therefore, when all the EFs reach the destination, the algorithm’s running stops.

e Selection: To deliver the parent’s characteristics, the good individuals of parents (switches (cities)) should be included in the next generation of the

population, whereas a chance (to be chosen) is reserved for the poor fitness values.>?

e Crossover: The crossover operator is an essential step of the GA algorithm process. To produce new solutions, this step enables individuals
to exchange genes.*®>2 We use a single-point crossover, which divides chromosomes (a combination of switches (cities)) into two pieces. The
crossover operator should be adjusted to observe the WTSP problem structural constraints. Therefore, we adopt permutative crossover with
the following considerations:

(1) We determine the gen values that are repeated or unavailable (more than one time visited, or non-visited cities, respectively) of both
offspring and (2) in the structure of every offspring and the new part, we replace the repeated numbers (matrix entries) with unavailable numbers.

An abstracted example of the described permutative crossover is illustrated in Table 3.

e Mutate operator: Mutate operator maintains the population diversity by resulting in random gene changes. Therefore, it overcomes the lack of
introduction of new genes due to trapping in locally optimal solutions.>>>® An abstracted example of permutative mutation is represented in
Table 4. We should also specify the mutate operator to make it capable of observing WTSP problem structural constraints. It should be noted
that adding new genes is not allowed in the WTSP problem. Therefore, a swap operator in which two selected genes are swapped together

is chosen.

Algorithm 3. Selective JTSP-GA

1. Create the JTSP problem
2. Create aninitial population from this problem
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3. Evaluate the population’s fitness
4. Create the objective function of selective JTSP
While (termination criterion (iteration = 10) not met)
{
Apply selection
Apply permutative crossover
Apply permutative mutation

Update the population

3.3 | JTSP problem formulation

To transparently convey the formulation and reduce the complexity of the problem, we present the problem formulation through a simple graph
comprising a square matrix that is crystal clear for understanding. A sample for such a graph is represented in Figure 5, and the pentagon illustrates

five interconnected nodes pairwise. There are two types of nodes in the problem:

e Nodes that should be visited and belong to the intended destinations set (EF’s destination host).

o Nodes should be visited due to their effectiveness in breeding an optimal route, but they do not belong to the intended destinations set.

As Figure 5 shows, all nodes except 4 (1, 2, 3, 5) should be visited and belong to intended destinations. However, the route tour consists of
1-5-4-2- 3inwhich four is only visited due to its capability toward forming an optimal path, but it does not belong to the intended desti-
nations. Therefore, we adopt JTSP (jumping OWTSP), which represents our customized TSP variant that can distinguish among the nodes (those
belonging to intended destinations and those that do not). JTSP adopts a similar objective function (with the desired modification).

First of all, for each € N, we use the notation N, for the set {1,2,3, ... ,p}. For example, Nyoo = {1, 2, ..., 100}. The function f is defined as
Equation (1):

f: N XN — Nyss, (1)
f(Se.Pe) = te.

The congruence relation on A is defined as Equation (2):
e~e, St =t (e1.e; EA). (2)

So, as Figure 6 illustrates, the congruence ~ disparts the set A into a set of partitions {Ay }?5, where for each k € N,ss, as Equation (3) we have:

A= (e € Alt, =k},
Vij € Noss. i#;ANA =,

UBA=A. (3)

2
o /o

. Destination node
. Non-destination node

o

FIGURE 5 Anabstracted sample for FMap graph
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4, 1, =255
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FIGURE 6 CongruenceofA
We use the abbreviation to represent matrixes as the following example:
d11 912 913
d21 422 Qo3| = [q"j] 33
d31  d32 433
Also, BW and PLR matrixes are defined as Equation (4):
BW = [BW'J] nxn ’
PLR = [PLRU]M, (4)
where BW;;, and PLR; have introduced in previous sections.
To enable the JTSP and efficiently deal with two types of nodes, a penalty is exerted on visiting the nodes belonging to = {g4.492, ... .qm},
representing the non-destination node-set. The penalty functioning is defined as Equation (5):
. € iorjeWw,
pen(ij) = (5)
0 iorjg W,
where pen(i.j) represents the penalty value excretion criterion, whenever the visiting node is not included in W, the penalty value ¢ is applied.
The link weights are gained through FIP by h(i.j) as Equation (6):
h: N" X Nn - N255 U {O},
h(ij) = g (BW;.PLR;) + Pen(i.j),
vieN,. h(ii=0, (6)
where g : Njgg X Nygg = Nys5 U {0} is the function that evaluates the weight of links.
Hence, the matrix H and its elements are defined as Equation (7)
h1.1)  ha2 - h(1.n) 0 h(1.2) ... h(ln)
. h21) h22) ... h23) h(2.1) 0 -+ h(2.3)
H= [h(’J)]nxn = = . (7)
h(n.1) h(n.2) e h(n.n) h(n.1) h(n.2) e 0
nxn nxn

Minimization on A, is presented in the Equation (8):

Min(k.H) :

minimize <zzh(i-i)xij>
i=1 j=1

conditions :

n
Vie N, ZX,’J' =1
=1

n
vjeN, ZX,'}' =1
i=1

vijeN, x; €{0.1}. (8)
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34

For k € Nyss, solving Min(k.H) gives us an integer value and the matrix [x,-j] o where some of the x; are 1, and the rest are zero.

For instance, for the case 4 x 4, we may have a matrix as Equation (9):

0 O 0 1
1 0 0 0
[Xij]4x4 = (9)
1 0 0
0O O 1 0]
Hence, X14 = Xp1 = X35 = X43 = 1. This makes a path A as:
X4 X3 X33 Xy,

And if we use w, as a weight of path 4, it must be as Equation (10):

w; = h(1.4) + h(2.1) + h(3.2) + h(4.3). (10)

| FMap framework with SDN

The implementation of the FMap framework with SDN is elaborated step by step in the following:

Topology discovery: First, the controller uses OFPFeatureRequest class to transmit a request for establishing a connec-
tion with switches. The switches respond correspondingly. The response is read through the controller by the OFPFea-
tureReply module, and the communication initiates. Then, the controller gains the network graph through the networkX

library.

. Parallel flow detection: The controller periodically obtains ToR switches port traffic through OFPPortStatsRequest and OFPPortStatsRe-

ply classes. Whenever the traffic reaches 70% of the initial bandwidth, and the incoming flows show a parallel pattern (same src_IP
and tcp_dst_port), the FMap module begins running. Otherwise, the controller continues with the Ryu default module, namely, sim-
ple_switch_stp_13.

Data collection: The recognized flows (in the previous stage) are split into two categories (MFs and EFs). The controller uses OFPFlowStatsRe-
quest and OFPFlowStatsReply classes to determine the flow type (based on size). MFs will be delivered through ECMP and EFs will be sent to
the next stage for processing.

4. EF information gathering: The packet-count and size of each flow (that was gained in stage 3) will be split.

10.

ToS tag designation through FIP: As presented in Algorithm 1, in order to calculate EF’s ToS tag, the proposed FIP uses two parameters for each
flow (packet-count and flow size (obtained in stage 5)).

Possible path acquisition: The controller acquires all available paths between source and destinations through the networkX
library.

Path information gathering: All acquired paths (through stage 4) will be stored and the percentage of the link’s available bandwidth and packet
loss (obtained through OFPPortStatsRequest).

Weight designation through FIP: As illustrated in Algorithm 2, the proposed FIP uses available bandwidth and packet loss (stored in stage 7) to
designate a weight to each path.

Mapping into JTSP: EF flows within equal tags will be inserted in the same group. Then, these groups leverage path weights to be routed through
the JTSP model.

Writing flow entries on the switches: The acquired optimal path will be written on the related switches in the form of flow entries.
The output of stage 6 will be considered as a flow priority. The flow groups (within same tag) will be forwarded according to their
priorities. If an error occurs during FMap processes, the controller utilizes the default module of simple_switch_stp_13 for fulfilling

flows.
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Algorithm 4. : FTEnet framework with SDN

Detect topology using network

1. Try
2. measure BW,ieq Periodically
3. BBV:V—"Id-)ULt
4.  detect parallel flows => flows)piended
5.  ifUL; >=0.7 and flows,tendeq then
6. for flow in flows ,tendeq 4O
7. if weightg,,, < 100KB then
8. send flow by ECMP
9. else then
10. acquire (packet_county,,, and byte_county,,) perflow
11. flow => elephant_flow,tended
12. acquire ToS_tag using ToS_fuzzy function (packet ountfo, and byte_county,,,) per flow in elephant_flow)nengeq
13. acquire all_possible_paths from src to destinations using networkX
14. acquire (packet_losspq, and available_bandwidthp.,) per path in all_possible_paths
15. run JTSP (all_possible_paths, weight_tag) = best_routeg possibie_paths
16. send elephant_flow niengeq OVEr best_routeq possivie paths DY its 10S_tag, respectively
17.  elsethen
18. simple_switch_stp_13
19.  except
20. simple_switch_stp_13

4 | EVALUATIONS

We evaluate FMap compared to our previous work and the well-known load balancing schemes to investigate the performance improvements
through experiments. Our evaluation seeks to show the FMap distinction and superiority in performing optimally under the saturated traffic load
of DCNs. Here, after introducing the framework of FMap and before evaluating the performance, we specifically compare the main characteristics
of our previously proposed method (Size-KP-PSO)2° with our current presented approach (FMap) to clarify their different potentials while tack-
ling complicated traffic scenarios that require a holistic and intelligent decision making. Also, we point out why these methods can be applied as
two separate applications that serve DCN'’s requirements for agility and QoS improvement. An overall description of FMap versus. Size-KP-PSO
(our previous work) has been detailed in Table 5. The specific objectives clearly show that each method aims to solve the problem from a different
desired perspective. The practical results and discussion in the following parts of the paper will transparently cover the remaining details regarding
our study.

4.1 | Experimental setup

The proposed method and other experiments are implemented using the Mininet network emulator®* and the Ryu controller.>® In addition, all
different experimental setups are detailed out in the following.

TABLE 5 Acomparison between FMap and Size-KP-PSO objectives

Method Common objective Distinct objectives
FMap ® Load balancing e Transmitting acombination of flows (mostly MFs)
e Conducting a spectral perspective over flow’s size rather than a binary viewpoint primarily
(MFs and EFs) e |Letting larger flows (EFs) be traversed through
e Applying a fine-granular prioritization to flows links with higher bandwidth

e Respecting the delay-sensitivity of MFs, and throughput sensitivity of EFs e Improving link utilization

Size-KP-PSO ® Preventing subsequent congestion caused by DCN'’s traffic pattern e Prioritizing EFs in terms of size-related features

e Applying anindirect approach toward MF’s FCT decrease e Making arouting decision for EFs based on a gen-
eral link capacity evaluation
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e Traffic patterns: Since the PLR, over-subscription rate, and congestion vary across layers, and the bandwidth in the core layer is usually higher,
we perform a pervasive scenario throughout all layers to conduct a fair evaluation. Therefore, Similar to Al-Fares et al.2*> and Abdollahi et al.,2°
this study generates several flow-transmission traffic patterns.

It is worth mentioning that this approach is dedicated to flow forwarding based on multi-path applicability. This enables leveraging the
multi-path choices for picking the desired optimal path. Therefore, routing toward asingle available path (e.g., ToR level) will be conducted through

default routing.
e Traffic distribution: The ratio of 9:1 for MFs:EFs is considered for the flow generation, which is referred to as a real scenario in DCNs.1228

o Flow forwarding technique: This implementation is performed through a lightweight python multithreading script. It offers a proper simulation
of the incoming parallel flows for all methods and scenarios. Also, it significantly reduces the experiments’ time. The Iperf tool is invoked for

generating the traffic through the python script.
o System parameters: We conducted the experiments on a virtual machine with a four-core processor and 4 GB RAM utilizing Ubuntu 20.04.

e Topology: The fat-tree topology, capable of providing multi-pathing,?®°¢ is employed as a multistage tree-like topology in which switches are
interconnected. Also, we mainly use fat-tree due to the multi-pathing capability necessary for evaluating our path selection algorithm. Fat-tree

constitutes three layers: edge or Top of Rack (ToR), aggregation, and core. Here, a simple description of Figure 7 routing process is presented:

(1) The network consists of a set of switches and hosts connected in a fat-tree topology, which is illustrated in Figure 7. Each switch connects
to multiple hosts and other switches through links with different capacities. (2) There are eight incoming EFs that need to be routed from a source
host (H1) to their intended destination hosts (H2, H3, H5, H6, H9, H10, H13, and H16). The routing process involves finding the best path for each
EF to its intended destination host. (3) The JTSP algorithm is used to determine the optimal route for each EF based on certain criteria, such as
minimizing packet loss or maximizing available bandwidth. The algorithm’s GA component helps find the best solution by iteratively generating
and testing different paths. (4) The optimal routes are represented as a graph between the source and destination switches, where the numbered
links represent the edges of the final route determined by JTSP-GA. The ToR switches are considered the final destinations, but a different vector
is defined to force the routing to visit all intended destination hosts. (5) By visiting all intended destination hosts, the routing process ensures that
the JTSP constraint of visiting all given nodes is observed. Additionally, skipping the extra computations for the last hop reduces computational
overhead.

The routing process involves using the jumping OWTSP (JTSP) algorithm to determine the best path for data transmission in a fat-tree network
topology. This involves considering the capacities of the links in each layer of the network and selecting the optimal route based on certain criteria.
The remarkable point of this process is that the ToR switches are considered the final destinations. Still, a different vector is defined to force the
routing to visit all the intended destination hosts. This decision is made to align with the JTSP primary model of visiting all given nodes and reduce
computational overhead by neglecting the link weight of the last hop when there are no alternatives. This process allows for efficient and effective

Links of TSP determined path

Agg 1
2 Gbps
ToR 1

1 Gbps

A group of
8 incoming EF's

H1 H2

YYyvvvyvyy

FIGURE 7 Anexample of the routing scenario through FMap by JTSP solution
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data transmission in a complex network topology while considering important constraints and reducing computational complexity. Figure 7 illus-
trates the fat-tree topology, which consists of four pods, along with the link capacities in each layer. Additionally, it shows 8 parallel incoming EFs to
H1 with their intended destinations being H2, H3, H5, H6, H9, H10, H13, and H16. The graph between the given ToRs is represented by numbered
links, which are the edges of the final optimal route determined by JTSP-GA. The final destinations, in this case, are the ToR switches, but a different
vector is defined to visit all intended destinations. This decision is made to be consistent with the JTSP primary model and to reduce computational

overhead by neglecting the link weight of the last hop due to the lack of alternatives and skipping extra computations.

e Methodology: To clarify the performance of the proposed method, FMap is compared with the state-of-the-art schemes (Size-KP-PSO,8

Sonum,?® Hedera,?® and ECMP??) by using TCP as the default transmission protocol. The mentioned schemes are detailed in Section 2.3.

4.2 | Evaluation results and discussions

Looking from an overall perspective, Figures 9-12 show that FMap outperforms all other schemes in all traffic patterns regarding EF’s FCT, goodput,

PLR, and received packets. The key reasons for these significant improvements are listed below:

e An optimal single path is applied for the parallel EFs containing the same tag (rather than serial EF forwarding that requires running TSP
proportional to EF numbers or forwarding repetition proportional to EF numbers).

e Leveraging EF’s throughput sensitivity from both optimistic and pessimistic sides:

o Since EFs are not delay-sensitive, we would be able to conduct computations or even consciously extend their usual completion process
to fulfill a more intelligent action (carrying a group of EFs and delivering them one by one while improving bandwidth utilization, goodput,
throughput, received packet, and even FCT).

o Since EFs are throughput-sensitive, we consider their size in a two-step (EF tagging and EF optimal routing) that offers granular and spectral

scheduling for parallel incoming EFs.

e The spectral flow requirement evaluation in two separated but logically integrated steps (fuzzy-based EF tagging and link evaluation) overcome
the vagueness of confronting parallel EF requirements through a manageable modular approach.

Also, ECMP represents the worst figures in all traffic patterns for the same parameters. Moreover, Sonum outperforms Hederain all given cases.
AstheTable 6illustrates, the least MF’s FCT is gained by Size-KP-PSO whichis due to its concentration on MF’s FCT. However, FMap has achieved
the least standard deviation in PLR, EF’s FCT, goodput, and received packet. These parameters are determinative factors in preventing unpredicted
further congestion due to imposing massive data retransmission and occupying extra bandwidth (which in turn exposes MFs to the danger of getting

stuck among EFs). Therefore, the standard deviation results illustrate that FMap acts better in sustaining the performance improvements.

421 | Evaluated metrics
1. Final traversed hop count: The network performance and its essential metrics (such as FCT and throughput) play a vital role in DCN'’s efficiency.

One of the main parameters that impact DCN'’s flows is the final hop count, which researchers had rarely investigated. The more hops a flow
must pass over, the more network resources are consumed. Therefore, routing choices that offer pathways within a higher number of hops

TABLE 6 Standarddeviation per metricin each method

Metrics FMap ECMP Hedera Sonum Size-KP-PSO
PLR 1.72 1.97 1.93 1.82 1.77
MF’s FCT 0.09 0.13 0.12 0.10 0.06
EF'sFCT 226 3.20 2381 2.53 240
Goodput 4.65 6.12 5.47 5.40 5.26

Received packets 8884 6677.8 7408.6 8006.4 8604.2
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FIGURE 8 Theresults of the average FCT and hop count per method. (A) The average FCT and (B) the hop count

may suffer from inefficiency (in terms of performance metrics such as bandwidth consumption and FCT).>” FMap algorithm does not explicitly
control the number of hops but uses SDN to select the best path based on certain criteria dynamically. While the number of hops is not a direct
criterion, it could indirectly influence the selection of the best path based on factors such as available bandwidth or packet loss. SDN allows
for the dynamic selection of the best path, which can adapt to changing network conditions and optimize the routing of data packets. FMap
leverages the customized TSP (JTSP), a fit model for hop count reduction. We show that although EFs must traverse all destinations of other
parallel incoming EFs within the same ToS tag (through a single pass), the final hop count for FMap is majorly lower than other methods that
transmit parallel EFs one by one through their initial determined path. As Figure 8A,B illustrates, the results confirm that the proposed TSP
variant (FMap) has achieved the lowest average FCT through hop count reduction as compared with other methods.

2. FCT: FCT refers to the time from when the first flow packet t, leaves the source till its last packet t, is received at the destination. FCT plays a
vital role in satisfying the requirements of MFs (delay-sensitive flows). As Figure 9 illustrates, FMap represents MF's FCT by 0.55x%, 0.23x,0.07x,
—0.01x as compared with ECMP Hedera, Sonum, and Size-KP-PSO, respectively.

FMap shows a negligible degradation as compared with Size-KP-PSO which is due to forwarding MFs through ECMP The results confirm that
since MFs are delay-sensitive, a practical method toward satisfying them is an indirect approach. Therefore, leveraging a spectral view on flow
sizes, besides matching EFs with the fittest path, has majorly paved the way for tackling harsh DCN traffic conditions. Since EFs are known as
throughput-sensitive, most studies do not try to decrease EF’s FCT. However, the undirect impact of EFs satisfaction implies that the lower EF’'s FCT
leads to higher accessible bandwidth toward subsequent MFs.

Nevertheless, as illustrated in Figure 10, FMap has also achieved the least EF’'s FCT by 1.1x, 0.75x%, 0.48x%, and 0.21x as compared with ECMP
Hedera, Sonum, and Size-KP-PSO, respectively. The outperforming results are due to an integrated and spectral perspective to the flow size by
FMap. In contrast, the ECMP has gained the highest FCT figure in all traffic patterns compared to other given methods, which is undoubtedly due
to a lack of required information regarding flow’s nature. Furthermore, Sonum performs better than Hedera in all traffic patterns, which is highly
related to concentrating on EF’s sampling and scheduling rather than being involved in frequent polling.

3. PLR:Since PLRis asign of undesirable network performance and may lead to further congestion (due to the data retransmission), it is considered
as a crucial parameter in DCN'’s TE. PLR is defined by P'Tf’/ % 100 where P and p’ represent the total figure of sent and received packets. FMap
overcomes the EFs throughput challenge by categorizing them into size ranges besides reducing the FCT through an intelligent path selection.
As Figure 11 shows, it represents an average improvement of PLR by 1.3x, 1.2x, 0.64x, and 0.15x as compared with ECMP Hedera, Sonum, and
Size-KP-PSO, respectively. Also, ECMP represents a considerably higher PLR in all traffic patterns than other methods. Moreover, still, Sonum
outperforms Hedera (an indicator of Sonum'’s success in taking EFs into consideration besides adopting a statistical approach for serving all
MFs through ECMP). Nonetheless, Sonum is comprised of a binary category of flow sizes (MFs or EFs). Therefore, it suffers all the difficulties
mentioned above.
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4. Goodput: Goodput reveals the amount of original data (whole data excluded from retransmitted ones and packet headers) delivered to the des-
max,
total

sent packets, respectively.® As Figure 12 shows, FMap represents an average improvement of goodput by 0.37x, 0.24x, 0.09x, and 0.03x as

tination. Goodput is acquired through calculating + 100 where max,, and total; represent the maximum received packet count and total
compared with ECMP, Hedera, Sonum, and Size-KP-PSO, respectively. Also, the ECMP shows the minimum amount of goodput in all traffic pat-
terns among other schemes, representing that its behavior neither suits MFs (in terms of FCT) nor EFs (in terms of throughput). Likewise, in FCT
figures, Sonoum outperforms Hedera due to handling EFs by allocating a path with minimum PLR to them.

5. Received packets: Usually, by the increase in flow size, the packet counts enhance as well. In better words, EFs consist of a considerably higher
number of packets rather than MFs. Therefore, observing any growth in the number of received packets is a helpful indicator of improvement
in EF's throughput. Also, its elevation reaffirms the method’s efficiency while coping with long-tail flows (that are consuming bandwidth, and
should be properly served to facilitate further MF’s progress). As Figure 11 shows, it represents an average improvement in received packets by
0.24x%,0.16x,0.09%, and 0.03x as compared with ECMPB Hedera, Sonum, and Size-KP-PSO, respectively. Also, a significant improvement can be
observed in Stride-2, which provides sending flow requests toward both intra-pod and inter-pod destinations. Also, the FMap’s outperforming
implies the goodput improvement as well.
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6. Throughput: Due to the relatively large number of paths and links, we used wireshark to measure the average throughput across various traffic

patterns. We calculated the average throughput for each method and traffic pattern based on 5 iterations.

Stride-1 Stride-2 Stag-0.3 Stag-0.5 Random
FMap 416 Mbps 455 Mbps 295 Mbps 306 Mbps 235 Mbps
Size-KP-PSO 322 Mbps 367 Mbps 243 Mbps 250 Mbps 200 Mbps
Sonoum 233 Mbps 260 Mbps 203 Mbps 225 Mbps 155 Mbps
Hedera 192 Mbps 212 Mbps 151 Mbps 187 Mbps 134 Mbps
ECMP 154 Mbps 175 Mbps 124 Mbps 135 Mbps 109 Mbps

4.3 | Limitations

As a matter of clarification, we believe that there must be various accessible TE applications for a DCN to be used while tackling ever-changing
traffic pattern issues. Even the possibility of merging some applications in specified scenarios might be an alternative (while rare and
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conflicting demands appear) that should be investigated. For instance, consider two scenarios (It should be noted that there are far more cases
than just these two scenarios, but the fact would be better touched through simplifying the example): (1) EFs are routine tasks (such as server’s
backup). The task is vital but mostly not too urgent. (2) EFs are essential and urgent (such as virtual machine migration or a highly paid task by
a customer who demands a premium service). Although in both cases, flows are intrinsically EFs (delay-tolerant and throughput-sensitive), their
demand is majorly different in terms of FCT. In the first case, the throughput satisfaction can be provided at the expense of excreting some delay
due to computations for making an optimal decision. However, establishing a tradeoff between the throughput and delay is challenging in the
second case.

Moreover, the time complexity of Algorithms 1-4 are O(n), O(n), Oliterations * population_size2), O(n + iterations * population_size? + n+ P log
P), respectively (where “n” denotes the number of flow or link data points, “iterations” represents the number of iterations, “population_size” indi-
cates the size of the population, and “P” signifies the number of possible paths in the network). While the time complexity of our proposed routing
algorithm may appear high compared to other routing algorithms such as ECMP and Hedera, it is important to note that our algorithm is specifically
designed for optimizing the routing of parallel elephant flows in SDN-based data center networks. Elephant flows are primarily throughput-sensitive
rather than delay-sensitive. As such, our algorithm is focused on maximizing network utilization and minimizing congestion in order to ensure effi-
cient and effective delivery of these flows. Additionally, our algorithm considers the complexities of the network topology and considers multiple
paths in order to optimize routing decisions. Overall, the time complexity of our algorithm is justified in light of the specific optimization goals and
network characteristics it addresses.

Likewise, FMap would be a solution to one of the potential issues that should be considered in DCN’s TE. FMap facilitates scheduling and routing
EFs with similar size features and tends to consume the lowest possible bandwidth and hop count while yielding better performance metrics (such
as FCT, goodput, etc.) as much as possible. The current version of FMap leverages parallel traffic patterns. Therefore, the serial traffic pattern in
uncongested situations has not been intended in this solution. Also, the switch buffer capacity should be tackled by efficiently grouping EFs through
well-tuned FIPs. All in All, FMap would be a perfect approach when an EF-aware solution (capable of intelligently scheduling EFs in parallel requests)
is preferred to a size-agnostic method.

FMap is suggested to network developers who aim to adopt agile approaches that simultaneously tackle intense traffic patterns through lever-
aging EF scheduling and indirectly free more available bandwidth for embedding further MFs. Therefore, FMap offers a novel reactive solution to
EFs besides a proactive solution to MFs. In other words, since FMap is based on a futuristic perspective for MFs (due to MF's delay sensitivity), it

might not be a proper choice for rescuing MFs that are in dropping danger.

5 | CONCLUSIONS

We proposed FMap, a novel EF scheduling solution combining EF prioritizing and path selection. FMap leverages FIP to gain: (1) a ToS tag for EFs
and (2) designate a link weight to evaluate the possible path to route EFs. We modeled the EF path selection problem to our proposed variant of
the TSP problem (JTSP) and solved it through GA optimization. Therefore, the EF path selection will be conducted using a well-grounded solution
that considers flow requirements and path features. We evaluated FMap through an actual pattern of DCN’s traffic compared with our previous
work and related highlight methods. Experimental results indicate considerable performance improvement in EF’s FCT, PLR, goodput, and received
packets compared to ECMP Hedera, Sonum, and Size-KP-PSO. Moreover, further unseen parameters might affect flow size management in various
scenarios. Also, by analyzing traffic patterns in certain DCNs, we could exert further specifications that fit into special TE occasions. In the future,
we plan to extend our proposed model to build various applications and satisfy flow requirements based on other fundamental fine-granular flow
considerations. Moreover, we are interested in designing a premium version of applications (serving specified scenarios) and integrating them with
other TE applications.
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