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8.1 Introduction

The Internet of Things (IoT) is a collection of different devices that contain different software and hardware technologies to
communicate with other devices using unique addressing methods [1,2]. The 10T devices collect data from their surround-
ings through various sensors and exchange them [2]. As a result, IoT system applied in various fields such as smart homes,
smart cities, transportation, e-health care, agriculture, and industries. Cloud Computing (CC) [3] is an emerging computing
technology that, due to its capabilities, can provide all the resources needed for the quality of IoT services for IoT. The CC
system consists of a large number of Data Centers (DCs), each DC also consists of a large number of Virtual Machines
(VMs). But due to the long geographical distance with IoT devices on the network Edge Computing (EC), the CC system
is not suitable for delay-sensitive IoT devices such as emergency monitoring, and energy usage measurements from a smart
grid, cause long delays that may not be acceptable for some applications in today’s world [3,4]. Therefore, to solve this
problem, the computing resources should be closer to the network EC devices, and the CC system is very suitable for this
and can provide the resources needed to reduce the workload in cloud DC, facilitate task processing, facilitate networking,
and facilitate the storage of data generated by IoT sensors, with the lowest amount of communication cost and delay [4—7].
Each server or Fog Computing (FC) node is a virtualized system equipped with a wireless communication unit, simpler
processing and computing devices for data, and data storage cards. When FC nodes receive more task requests from IoT
devices that exceed their capacity, they can offload some of their load to cloud layer DCs [8—10]. In other words, CC and FC
are models of hosting services over the Internet for IoT devices. Fig. 8.1 shows the architecture of IoT-Fog-Cloud system,
with CC in the top layer, FC in the middle layer, and IoT devices in the bottom layer.

Task Scheduling (TSch) is an effective method for efficient management of virtual resources of the FC and EC environ-
ment [11] based on specific constraints and deadlines by different users, which can be used to assign the set of requested
tasks by users or existing IoT devices to FC and CC resources in order to execute them [12—16]. According to Fig. 8.1, in
the proposed TSch model that is considered for scheduling the task requests of IoT devices in the FC system, Fog Broker
(FB) is the main part and is located in the FC layer, which includes three main parts:

Task Administrator (TA), Resource Monitoring Service (RMS), and Task Scheduler (TSR).

The TA receives all task requests from various IoT devices, and then forwards them to the TSR, maintaining their
required resources and attributes. Also, RMS is responsible for collecting information on FC resources and monitoring
the status of FC resources. TSR unit is the main core of FB unit, and TSch algorithms are executed in it. According to
the characteristics of the sent task requests as well as the capabilities of the available FC resources, the TSR schedules
the tasks for execution and processing by assigning the appropriate FC nodes to the task requests. Finally, the processed
task requests are sent back to the FB and from there to the respective users or IoT devices [12-16]. In order to allocate
FC resources based on the demand of users or IoT devices, fully flexible infrastructure virtualization that uses IoT task

Handbook of Whale Optimization Algorithm. https://doi.org/10.1016/B978-0-32-395365-8.00014-2
Copyright © 2024 Elsevier Inc. All rights reserved, including those for text and data mining, Al training, and similar technologies. 109


https://doi.org/10.1016/B978-0-32-395365-8.00014-2

110 Handbook of Whale Optimization Algorithm

_ - Cloud layer
&

e - — ~ . — < ——
o —~ = — ‘

(
y Fog layer . \\.,_/

Fog Broker

I
mImIw

Edge layer (10T device)

FIGURE 8.1 Three-layer system of IoT-Fog-Cloud.

request scheduling capabilities within the [oT-Fog System (IoTFS) to work on an active virtualization platform, and reduce
latency for IoT devices, this chapter introduces a task requests scheduling method in Software Defined Networking (SDN)-
based IoTFS. An SDN-IoT-Fog computing model is proposed, which reduces network latency by using a centralized
IoTFS controller and coordinating network elements in the SDN controller layer. Therefore, it can be concluded that FC
and CC environments allow different IoT users and applications to use different and many resources that exist in the
respective computing environments virtually for each task request. This makes optimal scheduling methods more efficient
than traditional methods.

Different optimization algorithms are used to solve different problems that are NP-HARD [17-21]. So, a hybrid Meta-
Heuristic (MH) algorithm using the combination of Aquila Optimizer (AO) [22] and Whale Optimization Algorithm (WOA)
[23], which is called AWOA, is proposed to schedule IoT task requests and allocate FC resources to IoT task requests to
reduce the task completion time of IoT devices. The ability to Exploltation Phase (EIP) of WOA is stronger than the ability
to ExploRation Phase (ERP) it during the search process. This weakness of WOA in the ERP causes a decrease in the quality
of the final output. Also, in AO, the ERP is stronger than the EIP. Therefore, in this chapter, the high EIP ability of WOA is
combined with the high ERP ability of AO, and it is used to solve the TSch problem in IoTFS. The purpose of the proposed
SDN-based AWOA method is to optimize the task Execution Time (ET), Makespan Time (MT), and Throughput Time
(TT), which are investigated to verify the QoS requirements of IoTFS. The TSch problem in FC, cloud, and Fog-Cloud
environments is considered as an NP-hard problem. Therefore, optimization algorithms can be used to solve the TSch
problem [18-21]. So, in this chapter, some different Meta Heuristic (MH) techniques are briefly described in the relevant
works section. Also, some SDN-based TSch techniques are also described in the related works section. The continuation
of the chapter is as follows: in Section 8.2, relevant works are described, problem formulation is described in Section 8.3,
in Section 8.4 prerequisites are described, in Section 8.5 the proposed method is described, Section 8.6 includes Evaluation
Metrics (EMs), evaluations, results and comparisons, and Section 8.7 contains conclusions.

8.2 Related works

In this section, a number of existing works in the field of scheduling in various multi-processor, FC, CC and Fog-Cloud
computing environments that have been done using MH algorithms are briefly described. Some of these works are based
on SDN.
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8.2.1 Non-SDN based TSch algorithms

Boviri et al. [18] have proposed a TSch method based on an Improved Ant Colony Optimization (IACO) algorithm in multi-
processor computing systems. The main purpose of the authors is to achieve an optimal order in order to perform the tasks.
Qabaei Arani et al. [13] proposed a scheduling method in the FC environment using the Moth-Flame Optimization (MFO)
algorithm. The authors purpose to reduce the ET of the entire tasks. Shukri et al. [19] proposed a scheduling method in the
CC environment using the Multi-Verse Optimizer (MVO) algorithm. The purpose of the authors is to reduce the ET (MT)
and execution cost, while increasing resources’ utilization. Hasani Zade and Mansouri [24] proposed an optimal scheduling
method in the CC environment using Fuzzy Improved Red Fox Optimization (FIRFO) algorithm and game theory named
EGFIRFO, considering four objects (1) load balancing, 2) resource utilization, 3) MT, and 4) ET). Bahmanyar et al. [20]
have proposed Multi-Objective Arithmetic Optimization Algorithm (MOAOA) for scheduling home appliances in energy
management system (reduce the Peak to Average Ratio (PAR), reduce daily electricity costs, and increase User Comfort
(UC)). Liu [21] has proposed a method in the CC layer based on the IACO algorithm. The purpose of IACO algorithm is
reduce the ET, reduce the cost and load balancing rate based on tasks submitted by users.

Xiao et al. [25] have proposed a Chemical Reaction Optimization algorithm based on Adaptive Search Strategy (ASS-
CRO) in order to schedule the tasks in the cloud. ASSCRO performs the scheduling using two steps. The first step is to
search for the execution order of the tasks in the cloud, and the second step is to efficiently map the tasks on the VMs.
Manikandan et al. [26] have proposed a Multi-Objective WOA-based Bee Algorithm (BA) for TSch in the cloud. The
objects of this paper are minimize the MT and maximize the resource utilization. Dubey and Sharma [27] have used the
combination of CRO and Partial Swarm Optimization (PSO) in order to schedule the tasks in the CC environment to im-
prove the quality in terms of factors such as cost, energy, and MT and with deadline constraint. Elaziz et al. [28], have
proposed a Single-Objective combined AEOSSA using the Artificial Ecosystem-Based Optimization (AEO) algorithm and
Salp Swarm Algorithm (SSA) in order to schedule the IoT tasks requests in the Fog-Cloud environment to reduce MT.
Salehnia et al. [29], have proposed a workflow scheduling method in the CC environment using the combination of MFO
and SSA algorithms, which schedules different workflows as Multi-Objective.

8.2.2 SDN-based TSch algorithms

Vuppal and Swarnalatha [30] have proposed a load balancing scheduling method using SDN. In their work, a load balancing
workflow scheduling method was made possible for the server cluster system, which could greatly improve the server load
capacity. Javanmardi et al. [31] have proposed an SDN-based TSch method in the IoTFS using the Multi-Objective PSO
(optimal response time and security) algorithm, which uses the concept of SDN to handle TCP SYN flood attacks. Shang et
al. [32] proposed an SDN-based and bandwidth-based TSch method in the CC environment to accurately estimate the task
ET, in which the SDN technique is used to provide bandwidth guarantee for the task. Sellami et al. [33] have proposed a low-
latency and energy-aware TSch problem in Fog-IoT network that uses SDN-based Deep Q-Learning for dynamic TSch.
Sellami et al. [34] proposed an SDN-based TSch using Deep Reinforcement Learning (DRL) for resource management
and schedule of IoT traffic in EC networks, which attempts to reduce network latency by ensuring energy performance.
Chalapathi et al. [35] have proposed an optimal delay-aware scheduling method for wireless SDN networked EC cloudlets
in order to reduce latency and cost of computation.

Phan et al. [36] have proposed an SDN-based dynamic task offloading service in FC system. The main purpose is
selecting an optimal task offloading and assisting the offloading path by providing an end-to-end bandwidth guarantee
based on SDN technology.

Sellami et al. [37] proposed an energy-aware scheduling method using Blockchain-based DRL in a SDN-enabled IoT
network. The authors’ purpose was to increase reliability and reduce latency and increase energy performance in IoT
networks with SDN. Liu et al. [38] have proposed an SDN scheme to load balance Edge-Cloud network traffic and improve
response time. The MH algorithms mentioned in the literature that have been used to solve the scheduling problem in CC
and FC environments include WOA [23], FA [39], PSO [40], and HHO [41], all of these algorithms are very powerful. They
are not responsible for solving the scheduling problem. We discuss on the WOA in this chapter. WOA is more powerful
than PSO, FA, and ACO algorithms. However, WOA has low power compared to SSA, AOA, and MFO, because, WOA is
weaker than most algorithms including SSA, AOA, and MFO in the ERP, and this makes it unable to find global optimal
solutions well. This leads to a decrease in the quality of the final output in solving various problems, including TSch.
Therefore, in this chapter, the AO ERP is used to improve the WOA ERP.

AO is stronger than WOA in the ERP, so the ERP of AO is combined with the EIP of WOA to create a hybrid AWOA,
that can achieve better results than WOA [23], AO [22], FA [39], PSO [40], and HHO [41]. Therefore, AWOA is used to
solve the TSch problem in the FC system. The main factors to evaluate the proposed approach are MT, Objective Function
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(OF), TT and Performance Improvement Rate (PIR), and the main purpose of AWOA and the comparative algorithms is to
reduce the MT. Also, two different datasets are used to evaluate the effectiveness of the AWOA method. Then, the TSch
output obtained from AWOA is given to SDN to finally obtain the best schedule for the FC system.

8.3 Problem formulation

The mathematical formulation of the TSch in the IoTFS is described below. It is assumed that N1 tasks (task requests of
IoT devices) are independent as T = {71, T», ..., Tn1} exists in the scheduling queue for scheduling purposes. A set of T
tasks is sent to the FB to be processed and executed on the FC environment. The characteristics of each task from 7 set
include task length (in terms of Millions of Instructions (MI)), size of files, memory requirement, and deadline (memory
requirement, task length, deadline, and size of input and output files). Also, it is assumed that the FC environment includes
a set of N2 sources or computing nodes in the form of Node, with Node = {Node|, Nodey, ..., Nodey2} is displayed.
Each node of the set of FC system nodes has characteristics such as CPU processing rate (Millions of Instructions Per
Second (MIPS)), network bandwidth, memory size, and storage capacity. The Expected Computation Time (ECT) of the
task requests of IoT devices on each node of the FC system is represented by an ECT matrix of size N1 x N2 [28]. TSR
uses the ECT matrix to decide the scheduling of the relevant tasks, and each element of the ECT matrix (i.e. ECTj ;) can
be calculated as Eq. (8.1):

Task_lengthy
ECTij=————"— 8.1
’ Node.Pow;

In Eq. (8.1), Task_lengthy is the length of task k-th, Node.Pow; is the processing speed of Node;, ECTy ; represents
the ECT of the k-th task on the i-th computing node [28]. The purpose of the AWOA is to find an optimal scheduling or to
find the most optimal FC node index to execute [oT task requests in the scheduling queue so as to minimize the completion
time or MT. Therefore, the OF for the optimizer algorithm is the same as MT, which is obtained using Eq. (8.2) [28]:

MT = max ZExe.Time(Tk) (8.2)
iel,2,...,N2Tk€T

where, Exe.Time(Ty) is the ET of the k-th task on the i-th VM.

8.4 Prerequisites

In this section, at first SDN is described, and then, compared algorithms (FA, PSO, and HHO) are described, and then, AO
and WOA, which are the main prerequisites for designing the proposed hybrid AWOA algorithm for SDN-based TSch in
the IoTFS, are completely described. Then, in Section 8.5, the TSch problem based on SDN and AWOA in the IoTFS is
described.

8.4.1 Software-defined networking

Due to the widespread use of protocols, as well as due to the distributed control that exists in the network layer elements
(switches, routers, etc.), the combined management of these elements is difficult. Because these elements are implemented
vertically in the network. The Control Plane (CP) (program plane) and Data Plane (DP) are implemented in network
elements or devices. The CP is responsible for making traffic control decisions such as routing, scheduling, etc. The DP
directs traffic based on relevant decisions made by the CP. This problem reduces flexibility in the network. Network layer
operators must also configure each of the devices and network elements mentioned above using low-level commands
individually.

SDN is a controller and an emerging network concept that removes all the mentioned limitations with the three pur-
poses of 1) eliminating vertical structures, 2) separating the network logical plane from network devices, and 3) expanding
centralized network control [42]. Using the concept of SDN, all network elements can be developed on a software plat-
form, regardless of the brand name of the element or the corresponding product. In addition, the use of SDN provides an
overview of the network status, a high flexibility of the network, and a simple and integrated management of the network.
The DP in this architecture consists of network elements such as switching, forwarding, and others. These network ele-
ments are deprived of any control or software centers for automatic decision making. The CP consists of a set of programs,
which include: firewall, routing, load balancing, etc. The communication protocol between the planes is a series of standard
Open Application Programming Interfaces (APIs), including OpenFlow. The combination of SDN with CC/FC (IoTFS)
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and central management of scheduling tasks in the DP can be extremely effective in many aspects, including delay and
performance [43].

8.4.2 Firefly algorithm

The FA [39] is an algorithm inspired by nature and based Swarm Intelligence (SI).

One of the important and fundamental features of FA is that it has a very good performance in searching for optimal
solutions for multivariate problems and functions. This characteristic of FA makes FA different from existing optimization
algorithms, and makes it an ideal choice for multivariate problems and functions.

Characteristic features related to the behavior of the Firefly and the flashing light pattern produced by them:

1. All Fireflies in FA are considered unisexual, and Fireflies in the problem space will be attracted to each other based
on how much light or brightness they have.

2. In other words, in FA, for every two blinks a Firefly makes, a Firefly with less light is attracted to a Firefly with more
light. Therefore, the attraction performance of Fireflies will be proportional to the brightness or light of each Firefly.

2.1. As the distance between two different Fireflies increases, their attractiveness and brightness also decrease. In other

words, as two Fireflies move further apart, in addition to reducing their attraction to each other, their (visible) lumi-
nosity also decreases. If a Firefly is brighter than other Fireflies, this Firefly moves randomly through the environment
(i.e., the Firefly is not attracted to any other Firefly).

3. The brightness of a Firefly is affected by the characteristic features of the OF or is determined by it. In maximization
problems, brightness can be specified proportional to the value of OF. It is worth noting that it is possible to define
the brightness of Fireflies in a similar way to the OF in Genetic Algorithms (GA).

8.4.3 Harris Hawks algorithm

The HHO [41] is a particle-based and nature-inspired MH algorithm that derives from the collaborative behavior and
pursuit style of Harris’s Hawks (HHs) in bait surprise. In this behavior and strategy which is intelligent, several falcons
work together to surprise the bait, and attack to bait from different paths and directions. This behavior of HHs has been
used to trap bait to solve optimization problems. In HHO, the most important and basic tactic of HHs to capture the bait is
a joint, simultaneous and surprise attack on the bait from different directions by HHs, which is also known as the seven-kill
strategy. In this case, HHs converge to the bait simultaneously. HHO performs the optimization process in two stages of
ERP and EIP to solve the relevant problems.

8.4.3.1 In the ExploRation phase

In the HHO, the HHs are candidate solutions, and the best candidate solution at each step is considered as the desired or
near-optimal bait. HHs sit and wait at random locations and bait is detected based on two strategies.

8.4.3.2 In the Exploltation phase

At this stage, HHs perform a surprise pounce by attacking the bait identified in the previous stage (the same famous seven-
kills attack). Baits often try to escape from dangerous situations. According to the bait escape strategies and the pursuit
strategies of HHs, there will be four strategies 1) soft besiege, 2) hard besiege, 3) soft siege with fast progressive dives, and
4) hard siege with fast progressive dives in the HHO algorithm to model the attack phase.

8.4.4 Partial swarm algorithm

In the early 1990s, various researches were conducted on the social behavior of animal groups. These studies indicated that
some different animals that belong to a certain group, such as birds, fish, and others, are able to share information within
their groups (herds) and such an ability to these animals. It conferred significant survival benefits. Inspired by these studies,
Kennedy and Eberhart introduced the PSO [40] algorithm in 1995, which is a MH algorithm suitable for the optimization
of non-linear continuous functions. The authors of the mentioned paper have inspired and created the PSO from the concept
of SI, which usually exists in groups of animals such as herds.

The PSO algorithm has a lot in common with evolutionary computing techniques such as GA. The system starts by
collecting random solutions and searching for optimization by updating solutions. Unlike GA, PSO algorithm does not have
any evolutionary operators (CrossOver and mutation). In PSO, the potential solutions are called particles that fly through
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the problem space following optimally desired particles. The PSO algorithm starts with a group of random solutions (the
particles) and then searches by updating solutions.

8.4.5 Aquila optimizer algorithm

The AO algorithm [22] is a ST algorithm in which there are four hunting strategies of Aquila for different types of bait. AO,
such as other MH algorithms, consists of ERP and EIP, which performs the optimization process using these two phases
to solve the desired problem. In fact, AO searches the Search Space (SS) to find the best solutions globally and locally by
using ERP and EIP and finally converges to the final optimal solution. Brief description of AO algorithm:

Step 1: Extensive ERP as:

X(t+ 1) = Xpest () x (1 — %) + (Xaug (1) = Xpess () x rand) (8.3)
1 N1

Xavg (1) = — > Xi(1) (8.4)
& N1 &

where Xp,g () represents the best Location achieved so far, and X, (¢) represents the average Location of all Aquilas in
the current iteration, ¢ and T are the current iteration and the maximum number of iterations, respectively, N 1 and rand are
the population size and random number between O and 1.

Step 2: The Location update in ERP as:
X+ 1) = Xpes: (t) X Lf (Dim) + Xr(t) + (y — x) X rand (8.5)

where X r(¢) represents a random Location of the Aquila, and Dim is the dimension size, [ f (Dim) represents the levy flight
(If) function, which is given as:

Uxo
lf (Dim) =s X - (8.6)
[v]?
in(=
o — L1+ B) x sin(5) 87)

P22y x g x 207
where s = 0.01 and B = 1.5 are constant values. # and v are random numbers between 0 and 1. y and x as:

x=r xsin(0)
y=r X cos ()
r =r1 4+ 0.00565 x Dim

0 = —w x Dimy + 3%~

(8.8)

where, r1 means the number of search cycles between 1 and 20, Dim consists of integers from 1 to the dimension size
(Dim) and is equal to 0.005.

Step 3: Extensive EIP as:
X(t+1) = Xpest (1) — Xavg (1)) X a — rand + ((upb — lob) x rand + lob) x § (8.9)

where o and § are the EIP adjustment parameters that fixed at 0.1, upb and lob are the upper and lower bounds of the
problem.

Step 4: Limited EIP as:

X(t+1)= QF X Xpes: (1) — (G x X (1)) x rand) — Ga x Lf (Dim) + rand x G, (8.10)
2xrand—1
QF (1) =1 17" (8.11)
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Gi=2xrand — 1 (8.12)

G2:2x<1—%> (8.13)

where A(t) is the current Location, Q F (¢) represents the value of the quality function used to balance the search strategy,
G1 shows the movement parameter of the Aquila when tracking the bait, which is a random number between [—1, 1],
G, shows the flight slope when chasing bait, which decreases linearly from 2 to 0. The process of enhancing the solutions
is done until the stopping condition is reached.

8.4.6 Whale optimization algorithm

The WOA [23] is a MH algorithm inspired by nature, which was designed by S. Mirjalili et al. and simulates the natu-
ral cooperative behavior of humpback whales. In WOA, the optimization process is performed using ERP and EIP. Two
approaches of Encircling bait and Bubble-net attacking, are used to optimally update the Location of whales. In general,
WOA is done in three stages or three phases, which are as follows:

a. Encircling bait
Once the best Search Agent (SA) or solution in SS is identified, other SAs try to update their location in the SS to the
best SA. As:

- = = —

D= X0 -Xw (8.14)
A=2a.7-37 (8.15)
C =27 (8.16)

\ﬁlere t denges the current iteration, A and C are the coefficient vectors, D is the dlsiz)lnce between the Location of
X *(t) and X (), X*(¢) the location vector is the best solution obtained at present, and X (¢) is the location vector, a
decreases linearly from 2 to 0 during iterations (in ERP and EIP), and 7 is considered a random vector between 0 and 1.

b. ExplolItation Phase
In this phase, a spiral equation is created between the whale’s Location and the bait to mimic the spiral-shaped movement
of the humpback whale:

v = bl V¥ x
Xit+1)=D'(t).e” .cosRmul)+ X™(¢) (8.17)

where B/ refers to the distance from the 1 — ¢ SA to the bait (the best solution obtained so far), b is a constant for defining
the shape of the logarithmic spiral, and / € [—1, 1]. Each SA with a 50% probability (p < 0.5 or p > 0.5) chooses one of
the contractile siege strategy or spiral models to update the SAs’ Location during optimization. As:

- 7()*(1‘) — 74) B <0.5
Xit+)=1 e N p=% (8.18)
D' (t).e" .cos@nl) + X*(t), p=05
c. ExploRation Phase
The mathematical model of this behavior is as follows:

— - — =
D=|C.Xrna— X (8.19)
— —_— > =
Xt+D)=X,40na— A.D (8.20)

where X,4,4 is the current population’s randomly selected Location vector (random SA). A random SAs is selected in

— —
| A| > 1 mode, while the best solution is selected when | A| < 1 to update the Location of the SAs. The process of
enhancing the solutions is done until the stopping condition is reached.
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8.5 A proposed TSch method using SDN-based AWOA

In this section, the TSch problem in a IoTFS is described with the improvement of AO by WOA, which is called AWOA.
In the proposed hybrid AWOA, solutions are updated in the EIP using WOA operators. Because in the ERP, AO is stronger
than WOA, and in EIP, WOA is stronger than AO. The general framework of AWOA is given in Fig. 8.2. The proposed
AWOA, in the initialization phase, starts to solve the TSch by defining, randomly generating, and randomly distributing
solutions on the SS, which is the set of VMs in the IoTFS. This process is done by setting the initial value for a set of N1
solutions and converting them to integers. Then, the OF for each solution is calculated using the value of the OF, which is
MT (Eq. (8.2)). Then, in the ERP and EIP, X solutions are expanded and updated. In the ERP, solutions are updated using
AO operators, then, in the EIP, solutions are updated using WOA operators. The process of enhancing the solutions is done
until the stopping condition is reached. The details of the AOWOA procedures are given in the subsections below.

Setting parameters Calculate the Update the
and population » objective function positions using —
generation and update Apest Eq.(3)
Update the Update the Update the
positions using positions using positions using
Eq.(21) Eq.(18) —‘ Eq.(5)
| 4
A 4
Calculate the
Performance evaluation b Stopping condition Upde_lt_e it objective function |«
positions s
positions
No

FIGURE 8.2 The general framework of AWOA.

8.5.1 Initialization phase

The first step in the proposed AWOA is the random generation and distribution of the population Z to be suitable for the
TSch in the IoTFS (that is, the random generation and distribution of solutions and converting them into integers). This
conversion of integers is needed to modify the behavior of AO and its ability to solve discrete problems such as the TSch
in the IoTFS, because the TSch in the IoTFS is an integer problem. Each solution is represented as a vector according to
Eq. (8.21). The solutions produced using Eq. (8.22) and evaluated using Eq. (8.2).

Z =(x1,x2,...,xr) Wwhere 1<uxi,x2,...,x, <N2 (8.21)

x; = floor(lob + rand(0, 1) x (upb — lob)), x; € Z, i=1,2,...,k (8.22)

where, k represents the number of tasks in the priority queue, x; represents the index or Location of the VMs, and rand(0, 1)
is a random number between 0 and 1. In Eq. (8.22), lob and upb are the limits of the search domain, upb is the number of
VMs in the SS, and lob is equal to 1, floor(.) is the same function used to convert real numbers into integers.

8.5.2 Updating the solutions phase

The TSch in IoTFS is considered as a minimization problem that uses the function used to calculate the MT. Therefore, at
this stage, the proposed AWOA starts by finding the solution with the lowest MT and marks it as the best solution. Other
solutions are then updated according to their behavior. These solutions use AO operators at this stage to explore the SS and
update their Locations (Eq. (8.3) and Eq. (8.5)). However, the remaining solutions in the EIP are updated to explore the
optimal Location using the WOA operators, which are defined as Eq. (8.23), which is obtained by changing Eq. (8.17), and
is in the form of Eq. (8.23):

v = bl ¥ .
Xi(t+1)= D"(t).e” .cos2nl) + X *(t) — G.Lf (Dim) (8.23)
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In other words, If (Dim) is used in order to make the EIP as strong as possible in the WOA when combined with AO,
and Eq. (8.18) is also changed to Eq. (8.24).

- - —
X*t)— A.D, p <05

—_
Xit+DH=1 2, =
D’(t).e" .cos 2nl) + X *(t) — G1.lf (Dim), p=>0.5

(8.24)

The previous steps are repeated to update the obtained solutions until the stopping condition is met.

8.5.3 Computational complexity of AO, WOA, and AWOA

In MH algorithms, involved factors such as OF, number of SAs, number of problem dimensions, and maximum number of
iterations of the algorithm in three phases of initialization, ERP, and EIP to calculate computational complexity. Computa-
tional complexity is one of the methods of evaluating algorithms. We have designed a combined algorithm by combining
two AO and WOA. Therefore, we calculate the computational complexity for the AWOA and the AO and WOA. The WOA
[23] for N SAs, T iteration and D dimension, has computational complexity as Eq. (8.25):

O(T x N>+ T x N x D) (8.25)
The AO [22] has computational complexity as Eq. (8.20):
OT xN+T x N x D) (8.26)

The AWOA is designed from a combination of the AO ERP and the WOA EIP, so, has computational complexity as
Eq. (8.27):

O(T xN)+O(T xNxD)+O(T xN x D) (8.27)
which is equal to:
ON X (TxD+T)) (8.28)

Eq. (8.28) shows that the computational complexity of a combined algorithm is better than that of algorithms AO and
WOA. AWOA, which uses a combination of ERP and EIP of AO and WOA, is faster than AO and WOA.

8.5.4 Proposed SDN based framework

In this section, we present the proposed framework based on SDN technology. The architecture of the proposed framework
is shown in Fig. 8.3. This architecture has three planes: DP, CP and Application Plane (AP). The DP includes computing
infrastructure and switching infrastructure. The computing infrastructure includes nodes in FC. The switching infrastructure
includes OpenFlow switches. The CP includes the SDN controller. The AP also includes TA, RMS and TSR modules
(algorithms). The connection between these planes is with the OpenFlow protocol and Open APIL. The SDN controller is
logically centralized and is responsible for DP data collection. In other words, all DP equipment (including OpenFlow
switches or IoT devices) are under the control of a centralized controller. After collecting the data by the controller, this
data is provided to the AP so that appropriate decisions can be made for the scheduling of tasks. Network intelligence is at
this plane. The mastermind of the network that makes the network intelligent are modules and algorithms based on artificial
intelligence that are designed and implemented at the AP. In this case, there is no need to run the algorithm on individual
equipment and devices, but it is executed in a centralized point and its output is sent to the devices through the controller. As
arule, the complexity is reduced and it is possible to get the right answer in a short time. This framework is a feasible plan
for operationalizing intelligent algorithms for task management and planning, which are mainly faced with the problem of
ET and implementation method.

Task management is challenging due to limitations such as real time and high number of tasks and nodes. Especially
if it is implemented in a distributed manner and each IoT node is involved in decision making. Our proposed framework
overcomes these challenges with a centralized approach using the new SDN technology. In this plan, the complexity of
many DP equipment including switches or IoT devices is reduced and the logically centralized controller is responsible for
collecting the necessary data and handling the planning of devices and tasks. Algorithms used in AP modules including
TSR have been discussed in previous sections (AWOA). As a result, in order to achieve the maximum capacity of FC,
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EC and CC networks, as well as scheduling tasks without delay, it is necessary to manage the network as effectively as
possible, which can only be achieved with a central management and optimal TSch. In this regard, the framework based
on SDN was presented in Fig. 8.3. The important advantage of this proposed framework is to have a global view of the
entire FC, EC, and CC networks, which makes uniform, fast and optimal decisions. In addition, it should be noted that this
framework has a software-oriented structure. This means that decisions are made algorithmically and software, making us
completely independent of hardware. In a very diverse world with different brands of stylish equipment and IoT devices,
it is considered an important advantage. This is due to the OpenFlow standard protocol, which can monitor and configure
all network hardware and IoT equipment regardless of brand. Of course, according to the commands of the controller and
the decisions of the modules. It should be noted that the modules are also successful and effective in achieving the optimal
solution due to the implementation of intelligent algorithms (AWOA).

Application plane

i Task Administrator . 2 |
| Task Scheduler |
| Resource Monitoring Service (RMS) | ) _l !
Controlplane |’ OpenAPIs —  JOpenAPls
i SDN Controller
Data plane 1 OpenFlow

Switching infrastructure

OpenFlow
SBY T R
U Backbone U

FIGURE 8.3 Proposed framework based on SDN.

8.5.5 The limitation of the proposed hybrid AO and WOA

In this chapter, the proposed hybrid AO and WOA or AWOA was designed to solve the TSch problem in the fog-IoT
environment, in which the AO ERP is combined with the WOA EIP. In order to make AWOA work properly to solve the
TSch problem in the fog-IoT system, as mentioned in the proposed method section, Eq. (8.17) and Eq. (8.18) in WOA were
changed to Eq. (8.23) and Eq. (8.24), respectively. The first step in the AWOA is the random generation to be suitable for
the TSch in the IoTFS (that is, the random generation and distribution of solutions and converting them into integers). This
conversion of integers is needed to modify the behavior of AO and its ability to solve discrete problems such as the TSch
in the IoTFS, because the TSch in the IoTFS is an integer problem. Each solution is represented as a vector according to
Eq. (8.21). The solutions produced using Eq. (8.22) and evaluated using Eq. (8.2).

Considering that AO has a very high power, combining it with WOA has increased the ability of WOA to solve the
TSch problem in the fog-IoT system. But this algorithm has only been evaluated and reviewed on the TSch problem in the
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fog-IoT system. This AWOA has not been evaluated for solving various other problems such as feature extraction, image
processing, network routing and other engineering problems. Also, in this chapter, SDN-based AWOA is considered and
used to improve TSch performance. Therefore, according to the problem we have considered in this chapter, our proposed
method does not work with a specific protocol, the size of the problem space does not exceed a certain limit, it is not active
in responsive environments, it does not have a security mechanism, and it is not able to handling requests is not real-time.

8.6 Evaluation metrics and experimental results

In this chapter, the simulation of the proposed TSch method and other compared algorithms has been done using MATLAB®
R2018Db software. All tests were performed on an ASUS laptop equipped with an Intel Core i5 processor with a frequency of
2.50 GHz and 6 GB of memory with a Windows 64-bit operating system. Floodlight controller based on OpenFlow protocol
is used to implement the proposed framework based on SDN. This controller is based on Java and three modules of TA, RMS
and TSR have been developed on it. Also, three OpenFlow virtual switches have been used, and we used Open vSwitch to
implement them. Open vSwitch is virtual switche that run on common hardware. They also have the ability to collect data
from network IoT devices using the OpenFlow protocol. They also apply and implement SDN controller decisions. The
core of Floodlight and Open vSwitch is the Linux operating system, which makes it easy to develop designed modules that
include the AWOA and monitor their performance and resource consumption (computational and memory complexity).
In all experiments, the FC environment consists of 6 Physical Machines (PM) and 30 different VMs. Table 8.1 shows the
characteristics of PMs and corresponding VMs. According to Table 8.1, the slowest VM has a speed of 100 MIPS and the
fastest VM has a speed of 5000 MIPS.

TABLE 8.1 Experiment parameters.

Specification Amount
Client Clients Count [60, 120]
Hosts Count 6
PM Storage 1TB
Network Bandwidth 10 Gb/s
RAM size 6 GB
VMs count 30
CPU capacity [100, 5000]
VM Storage 20 GB
RAM size 1 GB
Network Bandwidth 1 Gb/s
Processor Xen
Processors” count 1

Two different datasets High Performance Computing Center North (HPC2N) and NASA Ames iPSC/860 [44] have
been used, each with different number of 500, 1000, 1500, and 2000 tasks. The characteristics of these two datasets are
given in Table 8.2. The tasks of each of these datasets are independent and non-preventive.

The proposed AWOA is compared with WOA [23], AO [22], FA [39], PSO [40], and HHO [41]. In order to achieve a
more accurate and reliable estimation of the results of the algorithms, each algorithm has been executed 30 times for each
experiment. Table 8.3 shows the fixed parameters used in the AWOA and the comparative algorithms.

In the following, first the EM used to evaluate the proposed TSch method and compare it with other algorithms are fully
introduced, then the proposed method is compared with the relevant algorithms using the relevant EMs.

8.6.1 Evaluation metrics

In this section, the EMs used are introduced. The EMs used include computational complexity, MT, OF value, PIR, and
TT. To evaluate the designed framework based on SDN, the metrics of resource consumption, transmission delay and
convergence delay are also examined.
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TABLE 8.2 Real workload characteristics of HPC2N
and NASA iPSC.

Specification Amount
CPUs 240
Users 257
NASA iPSC
Tasks 202.871
Utilization 60.1%
Filename NASA-iPSC-1993-3.1-
cln.swf log
CPUs 128
Users 69
HPC2N
Tasks 18.239
Utilization 46.6%
Filename HPC2N-2002-2.2-
cln.swf log

TABLE 8.3 Parameters’ settings in the proposed algo-
rithm and compared algorithms.

Specification Amount
FA [39] Eo (=1.1]
o 0.5
PSO [40] “l 1.49
c 1.49
AO [22] s al
A 0.1
A [0,2]
WOA [23] b 1
I [-1,1]
B 0.2
HHO [41] I 1
W 0.9—-0.4

8.6.1.1 Computational complexity

Computational complexity is a basic and efficient metric for evaluating and comparing MH algorithms. In this chapter,
we have used the computational complexity metric for this comparison. Table 8.4 shows the computational complexity
of WOA [23], AO [22], FA [39], PSO [40], and HHO [41], and AWOA algorithms. As can be seen from Table 8.4, the
computational complexity of AWOA is lower than the compared algorithms.

TABLE 8.4 Computational complexity of algorithms.

Algorithms Computational complexity
HHO [41] O(Nx(1+TxD+T))

FA [39] O(Nx(1+TxD+T))

PSO [40] O(Nx(1+TxD+T))
WOA [23] O(NX(TxN+TxD))

AO [22] O(Nx(T+TxD))

AWOA O(Nx(TxD+T))

Table 8.4 shows that the computational complexity of a combined algorithm of AWOA is better than that of algorithms
AO and WOA.
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8.6.1.2 Objective function value

In problems that are solved using MH algorithms, the value of the OF is the main factor to determine the final optimal
solution. Therefore, the value of the OF can be used as an evaluation metric. In minimization problems, the lower the value
of the OF, it can be concluded that the solutions obtained by the corresponding optimizer algorithm are better. When it
comes to comparing several MH algorithms, the MH algorithm and the value of the OF are effective in determining the
near-optimal solution. Eq. (8.2) is used as the OF, which is the same as MT.

8.6.1.3 Makespan time

In TSch methods that discuss the ET and completion of tasks, the value of MT (in seconds) is a main metric for evaluating
the relevant scheduling method and comparing it with other methods. The value of MT is equal to the end time of the last
completed task in the corresponding set of tasks, which is calculated using Eq. (8.2) [28]. The lower the MT obtained by
an algorithm, the better the corresponding algorithm performs.

8.6.1.4 Throughput time

This metric is used to measure the ET of the all tasks that have been successfully completed in a given period [28]. TT (in
seconds) can be obtained using Eq. (8.29).

TT = Z Exe.Time(Ty) (8.29)
TreT

A suitable scheduling algorithm is an algorithm that has a lower TT.

8.6.1.5 Performance improvement rate

The next metric is PIR, which obtains the percentage of performance improvement of an algorithm compared to other
algorithms using the value of its OF [28]. PIR value is obtained using Eq. (8.30). The lower the PIR value of one algorithm
compared to another algorithm, the closer the two algorithms are.

Fitc — Fit
PIR(%) = —C€ — TP 100 (8.30)
Fitp

where, Fitc and Fitp are the OF values obtained by each of the comparative algorithms and AWOA respectively.

8.6.1.6 Resource consumption of modules designed in SDN-based framework

The resource consumption of different floodlight controller modules has been monitored. Checking the consumption re-
sources shows whether the designed modules bottleneck the controller or not? If the computational complexity of the
designed modules is high, the controller will definitely have problems in consuming resources.

8.6.1.7 Transmission delay in SDN-based framework

One of the important evaluation metric in SDN-based frameworks is transmission delay. Because the control and data layers
are separated and the main decisions are made in the controller and then communicated to the data layer for execution.

8.6.2 Results of comparison with existing works

In this section, the proposed TSch method has been compared with AO, WOA, PSO, HHO and FA using the mentioned
evaluation metric. Table 8.5 shows the results of MT for NASA iPSC and HPC2N datasets. As can be seen from Table 8.5,
for the NASA iPSC dataset, with 500, 1000, 1500, and 2000 tasks:

AWOA has 7.13, 6.09, 9.27 and 10.91 less MT than AO, respectively. AWOA has 30.22, 65.26, 133.18 and 109.30 less MT

than WOA, respectively. AWOA has 41.17, 85.85, 176.05 and 188.67 lower MT than PSO, respectively. AWOA has 13.25,

21.93,25.13 and 41.36 less MT than HHO, and, AWOA has 35.55, 71.56, 158.81 and 177.58 less MT than FA, respectively.
Also, for the HPC2N dataset, with 500, 1000, 1500, and 2000 tasks:

Compared to AO, AWOA has a lower MT value of 0.1274, 0.0902, 0.1120 and 0.0994 (*1.0e+04), respectively. Compared
to WOA, AWOA has a lower MT value of 0.5986, 0.5283, 0.5111 and 0.5563 (*1.0e+04), respectively. Compared to PSO,
AWOA has a lower MT value of 0.5384, 1.0331, 1.6316 and 2.2673 (*1.0e+04), respectively. AWOA has lower MT than
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NASA iPSC HPC2N

Dataset Tasks Tasks

Algorithm 500 1000 1500 2000 500 1000 1500 2000
AWOA 41.39 85.19 132.56 160.45 3562.28 10462.65 17045.42 25462.32
AO 48.52 91.28 141.83 171.36 4836.52 11364.83 18165.35 26456.45
WOA 71.68 150.45 265.74 269.75 9548.49 15745.38 22156.72 31025.56
PSO 82.56 171.04 308.61 349.12 8946.52 20793.74 33361.63 48135.08
HHO 54.64 107.12 157.69 201.81 5572.43 12253.81 19732.12 28076.55
FA 76.94 156.75 291.37 338.03 8760.62 19682.11 31727.51 45749.89

HHO, 0.2010, 0.1791, 0.2687 and 0.2614 (*1.0e+04), respectively, and, AWOA has lower MT value than FA, 0.5198,
0.9219, 1.4682 and 2.0288 (*1.0e+04), respectively. The results of Table 8.5 show the superiority of AWOA over the
comparative algorithms. Because AWOA has a lower MT than AO, WOA, PSO, HHO and FA for both datasets and has
been able to reduce the time to complete the last task compared to other algorithms. Table 8.5 also shows the OF value
obtained for all AWOA, AO, WOA, FA, PSO, and HHO algorithms. That is, the value of MT is the same as the value
of OF. As can be seen from Table 8.5, AWOA has the lowest OF value compared to other algorithms. Fig. 8.4 shows the
convergence diagram of AO, WOA, PSO, HHO, AWOA, and FA algorithms for the NASA iPSC dataset.

T T T T L T T T T ]
B AWOA [T E AWOA |-
- w—— AQ - - — AO -
—WOA - =——WOA -
5 o | fi —Ps0 ]
——— HHO g ——— HHO
% i ——TFA . g It FA .
§ 150 |- - é
“ k]
© S 300 | -
S [
g t‘h :
g 100 . g
< \ \ < 200 N
e o —
1 1 1 1 1 1 1
20 40 60 80 100 20 40 60 80 100
Iterations Iterations
(a) 500 Tasks (b) 1000 Tasks
T T T T T T T L)
AWOA AWOA
AO —— AQ
= PSO = PSO
q 103 | “HHO |7 ~———HHO
g ——FA g FA
§ g103t 1
5 :
-]
<
Q &
1 I L 1 1 T — T
20 40 60 80 100 20 40 60 80 100
Iterations Iterations
(c) 1500 Tasks (d) 2000 Tasks

FIGURE 8.4 Convergence diagrams for NASA iPSC.
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FIGURE 8.5 Convergence diagrams for HPC2N.

Fig. 8.5 shows the convergence diagram of AO, WOA, PSO, HHO, AWOA, and FA algorithms for the HPC2N dataset.

The curves of Fig. 8.4 and Fig. 8.5 show the convergence speed of the algorithms during different iterations where
the algorithms finally find the optimal solution. Along the x-axis, it represents the number of iterations, and along the y-
axis, it represents the OF value. Figs. 8.4 and 8.5 show that the AWOA converges to the optimal solution faster than other
comparative algorithms. Therefore, the convergence curves of Figs. 8.4 and 8.5 have shown that the integration of the AO
with the WOA can increase the convergence rate of the AWOA to the optimal solution for TSch and provide an opportunity
to find optimal solutions. Table 8.5 shows the TT results for NASA iPSC and HPC2N datasets. According to Table 8.6,
AWOA has a lower TT than AO, WOA, PSO, HHO, and FA and has been able to execute the set of tasks in less time than
the algorithms reviewed.

Fig. 8.6 shows the difference diagram of AWOA with AO, WOA, PSO, HHO and FA for both NASA iPSC and HPC2N
datasets. As can be seen from Fig. 8.6, AWOA has the lowest difference compared to AO and the highest difference
compared to PSO.

In the following, we will examine the consumption resources of the modules designed in the controller. The results are
shown in Figs. 8.7 and 8.8. CPU consumption is shown in Fig. 8.7 and memory consumption is shown in Fig. 8.8. As can
be seen, the CPU consumption of the three designed modules (TA, RMS and TSR) is much lower than the others. As the
number of tasks increases, the CPU consumption of the modules increases. This increase is much higher for other modules.
For example, when we have 110 tasks, the TA module consumes less than 20% of the CPU, while the other modules
(Others) occupy nearly 40% of the CPU. For RMS and TSR modules, CPU consumption is relatively low. As a result, these
designed modules did not saturate the CPU of the controller.
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TABLE 8.6 Throughput for NASA iPSC and HPC2N datasets.

NASA iPSC HPC2N
Dataset Tasks Tasks
Algorithm 500 1000 1500 2000 500 1000 1500 2000
AWOA 900 1900 2400 3700 130000 270000 360000 520000
AO 1000 2100 2800 3900 150000 310000 390000 570000
WOA 1200 2400 3400 4700 180000 350000 460000 660000
PSO 1400 2800 4300 5900 200000 380000 580000 780000
HHO 1100 2300 3200 4500 170000 340000 430000 620000
FA 1300 2500 3600 5000 190000 360000 480000 700000
—4—NASA iPSC 500 == NASA iPSC 1000 —4—HPC2N 500 —@—HPC2N 1000 =—d—HPC2N 1500 =—=—HPC2N 2000
== NASA iPSC 1500 === NASA iPSC 2000 300000
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FIGURE 8.6 Diagram of Throughput Time difference for AWOA with AO, WOA, PSO, HHO and FA for both NASA iPSC and HPC2N datasets.
(a) NASA iPSC dataset. (b) HPC2N dataset.
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FIGURE 8.7 CPU consumption by modules designed in SDN controller.

The logic discussed about CPU consumption is also true for memory consumption. This is confirmed by Fig. 8.8. Of
course, the comparison of Figs. 8.8 and 8.9 shows that the modules are more CPU-oriented than memory-oriented because
they have a higher CPU consumption on average. In any case, the memory consumption of TA, RMS and TSR modules
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FIGURE 8.8 Memory consumption by modules designed in SDN controller.

1000 T T
Proposed SDN-based
— Without SDN
900
it I |
|

Al |
ool i Ikl “’k‘ vl [ | , IN W h\} \1

700

600 h

Communication delay (ms)

e g

500

40

o

e

300

0 100 400 500 600 700 800 900 1000

Time (Second)

FIGURE 8.9 Transmission delay of commands issued by SDN controller modules to the infrastructure plan.

is less and almost half compared to others. So these designed modules do not make the controller bottleneck in terms of
memory.

Fig. 8.9 shows the transmission delay for two modes proposed SDN-based and Without SDN. As can be seen, the
transmission delay in the without SDN mode is almost twice that of the proposed SDN-based mode. The delay in the mode
with SDN is approximately 400 milliseconds and in the mode without SDN is approximately 800 milliseconds. The lower
this delay is, the faster the decisions made by the TSR module reach the IoT equipment at the DP. The opposite is also true.
That is, the lower the transmission delay, the sooner the information collected from the DP will reach the RMS module
and make decisions faster. The delay reduction that occurred in the case with SDN is due to centralization and that the
very large network is logically centralized and directed and programmed by a centralized SDN controller. Imagine that the
network was supposed to be distributed and at the DP and managed by IoT nodes or other network equipment. Certainly,
management coordination between distributed nodes would impose a huge delay on the network. This issue can be seen to
some extent in the Without SDN mode in Fig. 8.9.



126 Handbook of Whale Optimization Algorithm

The convergence delay results for different number of tasks are shown in Fig. 8.10. As can be seen, the convergence
delay of the proposed SDN-based method is linear and the convergence delay of the without SDN method is exponential.
Certainly, the presence of a controller who is responsible for collecting data and making decisions is very effective in
convergence as quickly as possible. In the case of without SDN, as the number of tasks increases, the speed of convergence
decreases because the number of message passing between IoT nodes to reach the solution increases. This is despite the fact
that the number of tasks does not have much effect on the decision-making speed of the designed SDN controller. Because
the SDN controller and its modules collect all the data of the network devices in a specific time period and centrally, and in
the next period, execute the AWOA and reflect the decisions made to the devices. This issue helps to converge as quickly
as possible to the answer and to quickly perform the necessary actions according to the decisions of the controller and the
AWOA.
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FIGURE 8.10 System convergence delay.

Table 8.7 shows the results of PIR (%) of the MT for NASA iPSC and HPC2N datasets. According to Table 8.7, AO
has a lower PIR (%) value of the MT than WOA, PSO, HHO, and FA. So it can be said that AO was able to execute the set
of tasks in less time than WOA, FA, PSO, and HHO algorithms.

TABLE 8.7 The PIR (%) of the Makespan Time for NASA iPSC and HPC2N datasets.

NASA iPSC HPC2N

Dataset Tasks Tasks

Algorithm 500 1000 1500 2000 500 1000 1500 2000
AO 4.28 1.34 1.85 1.42 1.18 1.59 1.27 1.39
WOA 6.43 2.93 3.76 2.05 1.32 2.48 1.76 1.54
FA 45.50 4717 53.68 55.69 53.43 56.14 56.80 57.98
PSO 68.37 61.71 64.27 63.22 63.53 65.78 65.45 65.32
HHO 8.65 4.22 5.54 3.67 1.47 3.57 1.96 1.62

Fig. 8.11 shows the graph of PIR (%) of the MT resulting from AO, WOA, PSO, HHO and FA for both NASA iPSC and
HPC2N datasets. As it is clear from Fig. 8.11, AWOA has the least difference compared to AO and the biggest difference
compared to PSO.
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FIGURE 8.11 PIR (%) diagram of the Makespan Time for AO, WOA, PSO, HHO and FA for both NASA iPSC and HPC2N datasets. (a) NASA iPSC
dataset. (b) HPC2N datasets.

8.7 Conclusion and future work

In this chapter, the scheduling problem of the IoT device requests in the FC was investigated as an optimization problem.
The combination of WOA and AO algorithms was used to solve this problem, which is called AWOA. The WOA has a poor
performance in the ERP, and this problem causes that the desired output for the WOA is not obtained in solving various
problems, the ERP of the AO was used to improve the performance of WOA in the ERP. Because in AO, the ERP is stronger
than the EIP. The performance of AWOA was evaluated using the metric of MT, OF value, PIR, and TT on two datasets
and compared with HHO, FA, PSO, WOA, and AO algorithms, and it was proved that AWOA is better than algorithms it
has better performance. Also, the proposed method was combined with SDN, and for the metrics of resource consumption,
transmission delay, and convergence delay, the proposed method was evaluated in the state that is based on SDN and in
the state that is without SDN, and it was proved that the scheduling algorithm performs better with SDN. Our future work
in order to improve the WOA as much as possible is that it can be combined with other meta-heuristic algorithms such as
MFO, Arithmetic Optimization Algorithm (AOA) [45] and Slime Mould Algorithm (SMA) [46] which are stronger than
WOA in the ERP and to solve various problems, including feature extraction, image segmentation, network routing and
TSch in CC and FC environments.
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